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The purpose of the STAM-VIEW system is to expand the functionality of the STAM-2
monitoring station. It enhances the offer aimed at the station subscribers, allowing them to
get access through a web browser to events and video sequences coming from the
monitored premises. This solution is an extra aid for the customers of alarm monitoring and
security companies. At the same time it facilitates the work of the monitoring station
operators, who no longer need to engage in providing information about the status of
premises. The system is distributed in the form of a virtual machine based on the VMware
technology.

1. Features

e Access to the system via a web browser.

e Remote events viewing.

¢ Remote verification of the premises status.

e Viewing the video sequences sent by the Viver unit.

e Easy testing of the system communication at startup and periodic maintenance.
e Events filtering.

e Encrypted transmission.

e Users' and installers' permissions defined by the administrator.
¢ Internal messaging between users.

e Ability to make backup copy of system settings.

e Independent database.

2. System installation

The STAM-VIEW runs on the VMware ESXi system, for the management and administration
of which the VMware vSphere Client program must be used. Both programs should be
downloaded from the manufacturer's website http://downloads.vmware.com/.

The VMware software is an application which enables virtualization of multiple operating
systems on one physical machine. The operating systems running as virtual ones can
communicate with each other via Internet protocols. Such a solution saves space, reduces
the cost of purchasing new equipment, and cuts down the power and cooling costs. It also
increases availability of the application and ensures a high level of data protection.

2.1 Network requirements

e Local network in the address class 192.168.1.0/24 (addresses from 192.168.1.1
- 192.168.1.254 range, netmask 255.255.255.0).

e The monitoring station with which the STAM-VIEW communicates should have an IP
address in the same subnet.

e 2 free IP addresses: one for the STAM-VIEW virtual machine - 192.168.1.123, the other
(any one) for the VMware ESXi system.

e Router with the LAN IP address 192.168.1.1, suitably configured to redirect the https
(443) port to the address 192.168.1.123, so that the service can be available via
the Internet (installation of the router is required, if there is no free 192.168.1.123 IP
address).


http://downloads.vmware.com/
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2.2 Minimum hardware requirements for the server on which VMware
ESXi system is to be installed

e 64-bit processor from the family:
Intel Xeon, series: 3000/3200, 3100/3300, 5100/5300, 5200/5400, 7100/7300, 7200/7400,
Intel Nehalem,
AMD Opteron.

e 2 GB RAM memory (4 GB RAM recommended).

e 1GB or 10GB network card (Intel Pro 1000 recommended).

e One or more SCSI controllers (e.g. Adaptec 2405).

e Storage Array (configured in RAID 1).

Note: The hardware on which the VMware ESXi system will be installed must be included in
the list available at the http://www.vmware.com/resources/compatibility/search.php web

page.

2.3 Downloading files

Open the manufacturer's website at http:/downloads.vmware.com/, select the
VMware vSphere Hypervisor (ESXi) item and click on the "Download" button. A page for
database registration (enrollment) will be displayed. The registration is required for free
downloading of files and getting of a free license for the VMware ESXi system and VMware
vSphere Client program. Next, follow the manufacturer's instructions.

After downloading the ISO image, burn it to CD. The recorded disk will enable you to install
the VMware ESXi system on a dedicated server.

2.4 Installation of VMware ESXi operating system

1. Turn on the server and insert the recorded CD into the drive.
2. Select the ESXi Installer option and confirm by pressing ENTER.

UMware WMvisor Boot Menu

ESXi Installer

Boot from local disk

Automatic boot in 7 seconds...



http://www.vmware.com/resources/compatibility/search.php
http://downloads.vmware.com/
http://downloads.vmware.com/d/info/datacenter_downloads/vmware_vsphere_hypervisor_esxi/4_0
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3. A message will be displayed to inform you that the system may only be installed on the
hardware which meets the requirements listed earlier in this manual. Press ENTER to
continue the installation.

UMware ES5Xi 4.1.8 Installer

Helcome to the UMuare ESXi 4.1.8 Installation

UMware ESXi 4.1.8 installs on Most systems but only systems

on YMuware's Hardware Compatibility Guide (HCG) are
supported. Please consult UMware’'s HCG on vMWare.coM.

Please select the operation you wish to perform.

4. After reading the license terms, press F11 to accept them.

UMiare ESXi 4.1.8 Installer
End User License Agreement C(EULA)
UMLARE MASTER END USER LICEHSE AGREEMENT

NOTICE: BY DOWUNLOADING AND INSTALLING., COPYING OR
OTHERWISE USING THE SOFTWARE, YOU AGREE TO BE BOUND BY THE
TERMS OF THIS UMHUARE MASTER END USER LICENSE AGREEMENT
("EULA"). IF ¥Y0OU DO HOT AGREE TO THE TERMS OF THIS EULA,
YOU MAY NOT DOWNLOAD, INSTALL, COPY OR USE THE SOFTHARE,
AND YOU MAY RETURN THE UNUSED SO0FTHARE TO THE VENDOR FROM
HWHICH YOU ACQUIRED IT WITHIN THIRTY (38) DAYS AND REQUEST A
REFUND OF THE LICENSE FEE. IF ANY. ALREADY PAID UPON
SHOWING PROOF OF PAYMENT. “YOU™ MEANS THE HATURAL PERSON
OR THE ENTITY THAT IS AGREEING TO BE BOUND BY THIS EULA,
THEIR EMPLOYEES AND THIRD PARTY CONTRACTORS THAT PROVIDE
SERVICES TO YoOu. ¥YOU SHALL BE LIABLE FOR ANY FAILURE BY
SUCH EMPLOYEES AND THIRD PARTY CONTRACTORS TO COMPLY HITH

Uze the arrow keys to scroll the EULA text
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5. A list of drives available on the server will be displayed. Select that on which you want to
install the operating system and confirm by pressing ENTER.

UMnare ESXi 4.1.8 Installer

Select a Disk

6. Press F11 to start the next installation steps.

UMiare ESXi 4.1.8 Installer

Confirm Install

ESXi 4.1.8 i= ready to be installed on local: DiskA

Be adwvised, when ES5Xi 4.1.8 iz initially booted, it will format
local storage that is unformatted on the host. Existing
partitions on availabhle disks will be removed.
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7. Having completed the installation, remove the CD from the drive, and then press ENTER
to restart your computer.

UMiware ESXi 4.1.8 Installer

Installation Complete

ESXxi 4.1.8 has been installed.

E5Xi 4.1.8 wWill operate in evaluation rmode for BH days. To
use E5Xi 4.1.8 after the evaluation period, you rust
register for a UMuware product license. To administer your

zerver, use the vSphere Client or the Direct Console User
Interface.

You rust reboot the server to start using E3Xi 4.1.8.

Be =ure to the installation disc before you reboot.

8. After installing the VMware ESXi operating system and rebooting the computer, the
"Authentication Required" window will be displayed. Press ENTER to accept the already
entered data and go to the next window.

Authentication Required

Enter an authorized login name and password for
localhost. .

Configured Keyboard (Default)
|

oo I |
1

Passuord:

<Enter> OE <Esc»> Cancel
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9. Press F2 to go to the basic configuration of the server and its network settings. Choose
"Configure Password" and define a password for the server. The password can contain
from 8 to 40 characters (letters and digits). Confirm your changes by pressing ENTER.
Press ESC to go back to the server settings main menu.

Configure PasswWord

Setting the password wWill prevent unauthorized access
to this host.

01d Password:
eW Password:
Confirm Passuord:

<Enter> OE <Esc> Cancel

10. Select the "Configure Management Network" command, and the "IP Configuration" in it.
If the network address is assigned dynamically by the server to the DHCP server, leave
the "Use dynamic IP address and network configuration” option selected. If the server's
network address is to be entered manually, select the "Set static IP address and network
configuration” option and enter the appropriate data in the "IP Address", "Subnet Mask"
and "Default Gateway" fields. Press ENTER to confirm your changes. Then press ESC
to return to the server settings main menu. The data below are given for example

purpose only.

IP Configuration

This host can obtain network settings automatically if your network
includes a DHCP serwver. If it does not, the following settings mMust be
specified:

( ) Use dynamic IP address and network configuration
(o) Set static IP address and network configuration:

IP Address [ 192.168.1. 188
Subnet Mask [ 255.255.255
Nefault Gateway [ 192.168.1.1_

<Up-Domwn> Select <Space> Mark Selected <Enter> OE <Esc> Cancel
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11. If the network settings have been entered manually, you must also configure the DNS
server address. Select the "DNS Configuration” command and enter the DNS server IP
addresses into the "Primary DNS Server" and "Alternate DNS Server" fields, and the
VMware ESXi server name into the "Hostname" field. Press ENTER to confirm your
changes. Press ESC to return to the server settings main menu. The data below are
given just as a sample.

DNS Configuration

This host can only obtain DHS settings automatically if it also obtains
its IP configuration automatically.

( ) Obtain DHS server addresses and a hostname automatically
(o) Use the following DNS server addresses and hostname:

Primary DNS Serwver .8.8.8 |
Alternate DNS Server .d.4.4 1
tamMuie

osztname tamview.satel.pl 1

<Up-Down> Select <Space> Mark Selected {Enter> UK <Esc> Cancel

12. Having entered the network data, press ESC to exit the menu, and then press "Y" to
confirm the new settings.

Configure Managesent Hetwork: Confird

You have made changes to the host's management network.

Applying these changes may result in a brief network outage,
disconnect remote managedent software and affect rumning wirtual
machines. In case [Pub has been enabled or disabled this will
restart pour host.

Apply changes and restart sanagement network?

<¥> Yez <N> Ho <Esc?» Cancel
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2.5 Installation of VMware vSphere Client program

1. Open the web browser window and enter the IP address of VMware ESXi server. Once
connected, click on the "Download vSphere Client" link to start installation of the
program.

2. After the installation is complete, run the program by clicking on the program shortcut
created on the desktop or in the Start menu.

3. Data to be given during login:

IP address / Name: enter the IP address or name of the server where the VMware ESXi
system is installed,

User name: enter "root",
Password: enter the password you gave during configuration of the VMware ESXi.

(=] ¥Mware vSphere Client x|

vmware

VMware vSphere”

Client

Ta directly manage a single hask, enter the IP address or host name.
To manage mulkiple hosts, enter the IP address or name of a
wiZenker Server,

IP address [ Mame: Ixxx.xxx.xxx.xxx vI
User name: Ir.;..;.t
Password: I***************

™ Use Windaws session credentials

Login Close Help
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4. Select the "Deploy OVF Template” command in the "File" menu.
192.168.1.24 - ySphere Client o =] ]
File | Edit View Inwentory Administration Plug-ins Help
hew ; tory b [l Inventory
Deploy OYF Template. ..
Export 3
Report L@l ocalhost.localdoma are 0 848 aluatio B da 0
Browse YA Marketplace,., Getting Started
Brint Maps 3 close tab =
What is a Host?
Exit
A host is a computer that uses virtualization software, such Virtual Machines
as ESX or ESX. to run virtual machines. Hosts provide the Sty B
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.
You can add a virtual machine o a host by creating a new Host
one or by deploying a virtual appliance.
The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.
vSphere Client
Basic Tasks
5" Deploy from VA Marketplace
&' Create a new virtual machine Explore Further
Learn about vSphere
Manage multiple hosts, eliminate downtime, load
balance your datacenter with viMotion, and more
Evaluate vSphere
4
1 Tasks | |Evaluation Mode: 18 days remaining |root %I

5. Enter the http://www.satel.pl/stamview.ovf address in the "Deploy from a file or URL" field
and press NEXT.

Deploy O¥F Template 10l x|
Source
Select the source location,
Source
OYF Template Details
Mame and Location
Datastore
Disk Format
Ready to Complete Deploy From a File or URL
j Browse. .. |
Enter a URL ta download and install the OWF package from the Internet, ar
specify a location accessible from wour computer, such as a local hard drive, a
network share, or a CO/OYD drive.
Help | = Back | Mext = I Cancel
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6. Enter the name of STAM-VIEW virtual machine and press NEXT.

(=) Deploy DYF Template

Name and Location
Specify a name and location For the deploved terplate

=10l x|

Source

OWF Template Details

Name and Location

Datastare The name can contain up ko 80 characters and it must be unigue within the inventory Folder
Disk. Format

Feady to Complete

Help | = Back | Mexk = I

Cancel |

Vi

7. Select the disk on which the virtual machine is to be deployed and press NEXT.

8. Select the "Thick provisioned format" option and press NEXT.

@ Deploy O¥F Template

=10l x|
Disk Format
In which Format do wou want ko store the virtual disks?
Jource Information about the selected datastore:
OWF Template Details
Marme and Location Narne:. datastore2
Datastore '(:Zapauty. : ggz’g gg
Disk Format TES space: !
Ready to Complete Select a Format in which bo store the virtual machines virtual disks:
£~ Thin provisioned format
The starage is allacated on demand as data is writken to the virtual disks, This is
supported only on ¥MFS3 and newer datastores, Other tvpes of datastores might
create thick disks,
Estimated disk usage: 1,9 GB
Thick pravisioned forma ;
All storage is allocated immediately,
Estimated disk usage: 5,0 GB
Help | = Back | Mexk = I Cancel |
4
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9. A summary of data on the virtual machine settings will be displayed. Press FINISH.
The STAM-VIEW environment takes more than 530 MB, so the process of its importing
may last up to about 1 hour.

(=] Deploying Stamview =0l x|

Deploying Stamwyiew

Deploying dizk 1 of 1 from http: A dweae. zatel. pldS tanmiew-dizk 1 wmmdk

10. In order to run the imported machine, set the mouse cursor over the machine name and
right-click. In the drop-down menu, click "Power" and then "Power On". The IP address of
the machine with STAM-VIEW system installed, as shown in the screenshot, is just
an example.

File Edit View Inventory Administration Plug-ins Help
E B |ﬁ§ Home b g Inventory b [l Inventory
nr ol @& Blelke P

= @ 192.168.1.24

STAM_YIEW

(T [STAMV .
Power L4 Power On Ctrl+E ants | Consale
Guest 4 Power Off Chrl+E close tab
Snapshat L4 Suspend Chrl+Z -
;%‘ Open Consale Reset Che+T e B
@ Edit Settings... Shut Down Guest Chrl+D "'~ ‘b\
Add Permissicn. .. Chrl+P Rgstart Guest CtrHR
L . . < -
Repart Performance. . achine is an isolated computing - w
se virtual machines as desktop or Wi
RERE ts. as testing environments, or to
Open in New Window, .., Crl+al+ ications
Remaove From Inventory hosts. The same host can run
Delete from Disk ‘
Basic Tasks
[ Power on the virtual machine -

% Edit virtual machine settings

x

Recent Tasks
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11. Turn the machine to run automatically. To do so, hover your mouse cursor over
the machine address and left-click. You will see tabs with the server-related data. Select
the "Configuration" tab.

(2] 192.168.1.24 - vSphere Client ol x|

File Edit WYiew Inventory Administration Plug-ins Help

ﬁ a |E} Home b gB] Inventary b @ Invenkory
3

& &

= [ [192.168.1.24

[ Stamview

localhost.localdomain ¥Mware ESXi, 4.1.0, 348481 | Evaluation {18 days remainino}

Events | Permissions

close tab [X]

LR R =, Summary ! Wirkual Machines | Resource Allocation ' Performance | Configuration - Local Us:

What is a Host?

A host is a computer that uses virtualization software, such Virtual Machines A
as ESX or ESX, to run virtual machines. Hosts provide the 2
CPU and memory resources that virtual machines use and
give virtual machines access to storage and network
connectivity.

You can add a virtual machine to a host by creating a new
one or by deploying a virtual appliance.

Host

The easiest way to add a virtual machine is to deploy a
virtual appliance. A virtual appliance is a pre-built virtual
machine with an operating system and software already
installed. A new virtual machine will need an operating
system installed on it, such as Windows or Linux.

vSphere Client
Basic Tasks

5 Deploy from VA Marketplace

& Create a new virtual machine ESELT0 [T

Learn about vSphere

Manage multiple hosts, eliminate downtime, load
balance your datacenter with vMotion, and more

Evaluate vSphere

|

&7 Tasks ‘ |Evaluahnn Mode: 18 days remaining |rnnt %I
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12. Click on "Virtual Machine Startup / Shutdown" in the "Software" area.

- ¥Sphere Client

File Edit WYiew Inventory Administration Plug-ins Help

I [=[ 3]

ﬁ E |E} Home b B Inventary b ﬁ Invenkary

Storage Adapters
Metwork Adapters
Advanced Settings

Poweer Management

Software

Licensed Features
Time Canfiguration
DS and Routing
Authentication Services

(\n'irtual Machine Startup;‘Shutdown&
Wirtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings

3
5 &
T 52'168'1'24 localhost.localdomain ¥Mware ESXi, 4.1.0, 348481 | Evaluation (18 days remaining)
Skamview
Wirtual Machi urce Allacation " Performance s eIl Local s
Hardware Reset Sensors  Refresh
v Health Status Sensor | Status | Reading |
Processors B tntel Corporation 532105H @& Mormal
Memary
Storage
Metworking

 Tasks |

|Evaluatinn Mode: 18 days remaining |rnnt %I

13. Select "Properties” in the upper right corner of the window.

File Edit Yiew Inventory Administration Plug-ins Help

ﬁ E |@ Home b g Inventory b [l Inventory

T @
= @ 192.165.1.24
3 STAM_VIEW

localhost.localdomain ¥Mware ESXi, 4.1.0, 348481 | Evaluation (53 days remaining)

bual Machirn ource Allocation FlpE e Configuration S Bl

Metwork Adapters
Advanced Settings
Power Management

Software

Licensed Features

Tirme Configuration

DMS and Routing

Authentication Services

Wirtual Machine StartupfShutdown

Wirkual Machine Swapfile Location
Security Profile
Syskem Resource Allacation

Advanced Settings

Recent Tasks

Hardware ¥irtual Machine Startup and Shutdown

Health Stakus Start and Stop Yirtual Machines with the system Enabled k
" Default Startup Delay 2 minutes

rocessars Default Shutdown Delay 2 minutes
Memory
Storage Startup l?lrder .
Netwarking COrder | ‘irtual Machine | Skartup | Startup Delay | Shutdown | Shutdown Delay |
Storage Adapters Manual Startup

@ STAM_VIEW Disabled 120 seconds Power O.., 120 seconds
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14. Select the "Allow virtual machines to start and stop automatically with the system™ option.
Then select the "STAMVIEW" virtual machine and using the "Move Up" button move it to

the "Automatic Startup" area.

(<] ¥irtual Machine Startup and Shutdown

System Settings

¥ allaws virtual machines ta start and stop auktomatically with the swstem

Defaulk Startup Delay
Far each virtual machine, delay startup For:

120 seconds

Default Shutdown Delay
Far each virtual machinge, delay shutdawn Far:

120 seconds

Shutdown Action:

Power OFF

™ Continue irmrmediately if the YMware Tools start

Startup Order
Power on the specified virkual machines when the svstem starts, During shutdoven, they will be stopped in the opposite order,

Crder | Wirtual Machine | Startup | Startup Delay | Shutdown | Shutdown Delay |
Automatic Startup Mave Up
1 1 STAM_VIEW Enabled 120 seconds Power O,,, 120 seconds |
Any Order Move Down |
Manual Startu,
P Edit. .. |

o]

Cancel Help

2.5.1 Entering license key

Al Be sure to enter the license key which is required for the proper operation of the
program beyond the 60-day period. The key is available after you log in to your
account on the site of the VMware software manufacturer.

1. In the "Configuration” tab, click on the "Licensed Features" in the "Software" area.

=10l x|

FT 192.168.1.24 - vsphere Client

File Edit WYiew Inventory Administration Plug-ins Help

E B |@ Home b g Inwventary b FJl Inventory

'

& @

=] E 52'168'1‘24 localhostlocaldomain ¥Mware ESYi, 4.1.0, 348481 | Evaluation {17 days remaining}
Stamview

Getting Started | Summary Events ' Permissions

G Configuration

Resource Allocation raups

Hardware Reset Sensors  Refresh

| Status
& Mormal

Sensor | Reading |

[ inkel Corporation 532105H

» Health Status
Processors
Mermary
Storage
Metworking
Storage Adapters
Metwork Adapters
Advanced Settings

Power Management

Software

Licensed Features A

Time onfiguration

DNS and Routing

Authentication Services

wirkual Machine Startupishutdown
wirtual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings

@ Tasks \ \Eva\ualion Mode: 17 days remaining  |root #I
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2. Select "Edit" in the upper right corner of the window.

Flle Edit Yiew Inventory Administration Elug-ins Help

=10l x|

a E |Eh Home b 8] Inventary b [l Inventory
g @

= E 192.165.1.24
(3 Stamview

localhost.localdomain ¥Mware ESXi, 4.

348481 | Evaluation {17 days remaining}

irkual 1

Hardware Licensed Features

Health Status ESX Server License Type

Processors
Product: Evaluation Mode
Memory Expires: 2011-09-29
Storage
Netwarking Product Features:
Up ko S-way virtual SMP
Storage Adapters wCenter agent For ESX Server
w3korage APIs
Metwork Adapters \Msafe
Advanced Settings dwFilter
WMware HA
Power Management Hot-Pluggable wirtual Huy
wMation
Software WMware FT

Data Recavery

wShield Zones

WMware DRS

Storage wMotion

MPIC [ Third-Party Multi-Pathing
whetwork Distributed Swikch
Host profiles

Remoke virtual Serial Port Concentrator
Storage IO Control

dpvmotion

waai

» Licensed Features
Time Configuration
DNS and Routing
Authentication Services
Wirkual Machine Startupishutdown
Wirkual Machine Swapfile Location
Security Profile

System Resource Allocation

Advanced Settings

FTaks |

\Eva\ualion Mode: 17 days remaining  |root ﬁl

3. Select the "Assign a new license key to this host" command. Press "Enter Key ...".

=101 x|

Edit. .,

192.168. ySphere Client
File Edit Yiew Invenkory Administration Plug-ins Help
E |E} Home b g Inventory b [l Inventory
T &
=) E 192.168.1.24 localhost.localdomain ¥Mware ESX, 4.1.0, 348481 | Evaluation (17 days remaining)
L3 Stamyiew
Hardware
" Assign an existing lic=nse key ta this hast
Health 5t
Product | Awvaiabls |
Processal :
Mermory =] Eva\uatlo.nMode
Storags ® (Mo License Key)
Tetworkin
Storage £
Netwark.,
Advance:
Pawer Mz
Software
» Lieensed @ Astign a new license key to this host
Time Con
DHS and ( (e ey |] |
Authentic Praduct: -
virtual M Capacity:
Wirtual Mz téva.\lable
Security b L:E:SI
System R
Advance
e | Cancel_|
@Tasks \ |Eva\uat\on Mode: 17 days remaining

oot 2
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4. In the "Add License Key" window, enter the code in the "New license key" field. Click "OK".

B

™ iszsign an existing license key ta thiz host

Product: | Avwailable |
EH Evaluakion Mode
) (Mo License Key)

X

Mews license key: |

] 4 I Cancel |

Enter Fey... I | ‘

Product:
Capacity:
Available:
Eupires:
Label:

Help | ] Cancel

5. Click "OK" in the "Assign License" window.

3. SSL certificates

Generating appropriate SSL certificates is required to confirm the security of Internet browser
connection to the server. After the first login to STAM-VIEW system, the "Default (change
required)" message will be displayed for the SSL certificates and the "StartSSL" message for
the authorizing body certificates at their status. Therefore, the suitable certificate and key
must be generated, and then downloaded to the STAM-VIEW system.

Notes:
e You can only obtain a free SSL certificate when you are the domain owner.

e The SSL certificates will only work correctly if the VMware ESXi server address is
specified in the form of a domain name during installation.

3.1 StartCom certificates (recommended)

In order to generate the certificate and key, the administrator must perform the following
steps:

1. Type in the www.startssl.com address in your web browser.
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2. Select the "StartSSL ™ Products" tab in the upper left portion of the window.

StartSSL™ Home

StartS8L"EV

High Level Trust Indicator
Time Limited Offer
P - emopmy

Onlyuss 199,90

SUFFORTED BRONZERS

FATHENT QFTIONS

=

3. Click on the green panel with the lock icon or on the "sign up" link in the "StartSSL ™

Free" section.

StartS5L™ Products

» StartS5L™ Free

= StartSSL™ Verified

» StartS5L™ Extended
» StartS5L™ WoT

» StartSSL™ Corporate
#» StartSSL™ Identity

» StartS5L™ Distributor
» StartSSL™ Partner

» Aladdin® eToken

Start88L"EV

High Level Trust Indicator
Time Limited Offer

IR - e~
Onlyuss199.%

— rao || ContorPaner |

Welcome to StartSSL™ PKI

StartSSL™ is the trade mark of the StartCom Certification Authority - 2 leader of the digital certification industry. We
provide you with everything from free low-assurance SSL certificates up to the most advanced PKI and security solutions for
your business and personal use.

Start@8L™ Free (Class 1) |

128/256-bit Encryption, 1 Year Validity
Legitimate SSL/TLS + S.MIME Certificates
Mo Charge, Unlimited + 100 % Free

128/256-bit Encryption, 2 Years Validity
Highest Level Third Party Assurance
Green Extended Trust Indicator

Multiple Domain Names (UCC)

Special Offer - US$ 199.90

Hardware

Aladdin® USB eToken Pro

Aladdin® Smart Cards + Reader
Original Driver Software + PKI Client
Enterprise PKI Customized Solutions

Internationally Reoognlzeu'\}
R

WebTrust for CAs + WebTrust EV Certified
Recognized by major browsers + software vendors

T

3

Start@8L"™ Verified (Class 2)

128/256-bit Encryption, 2 Years Validity
Legitimate SSL/TLS + S/MIME + Object Code
Wild Cards, Multiple Domain Names (UCC)
Unlimited Certificates - US$ 59.90

¥ /) § ‘ =T}-EPmtectlon
70 -

StartSSL™ High Level Protection
No MD5 Hashes, Weak Key Scans
Minimum 2048-bit Strong RSA Keys

<_Tﬁuthentication

StartSSL™ Authentication S5L Protected
Open Identity Authentication Provider
Click here to log into your

StartS5L™ Account

Easy Enroliment

Sign-up and you will receive right away an 5/MIME
client-certificate and a digital StartSSL™ Open Identity
without charge during the easy three-step enrollment!

&

 rao || Conorraner |

StartSSL™ - The Swiss Army Knife of Digital Certificates & PKI

StartSSL™ Free

The StartSSL™ Free (Class 1) digital
certificates are provided by StartCom

without charge. They provide modest
assurances and are meant to secure

personal web sites, public forums or web mail.
verification is done automatic and instantly by
electronic means and mostly without the
interference and involvement of our personnel.
StartSSL™ Free supports:

web server certificates (SSL/TLS)
Client and mail certificates (S/MIME)
128/256-bit encryption

US £ 10,000 insurance guaranteed
valid 365 days (1 year)

...No Kidding

For more information follow this link or sig
up now for your StartSSL™ account and start
to enjoy free digital certification immediately!

StartSSL™ Verified

StartssL™ wverified (Class 2) digital
certificates are ideal for

authentication, B2B and B2C

transactions, protection of

electronic mail and signing of object

code and macros. More than that, StartSsSL™
verified provides a level of flexibility and
support options not found anywhere else.
StartSSL™ Verified supports:

web server certificates (SSL/TLS)
Wild cards (*.domain.com)

Multiple demains (DNS Alt Names)
128/256-bit encryption

Object Code Signing

client and mail certficates (S/MIME)
Us § 10,000 insurance guamnteed
Certificates 2 Years valid (730 days)

- Wildcard & Multiple Domains
p Unlimited Certificate

Make sure to read the requirements and
enroll for Start5SL™ Verified.

StartSSL™ Extended Validation

StartSSL™ Extended Validation
certificates help to increase identity
awareness and customer
conﬁdenlc? duelto the the new

StartSSL™ Web-ofTrust

The StartSSL™ Web-ofTrust (WoT) is
an attempt by StartCom to create a
community network of StartSsL™
anowntled notarlies and Imeml:rers.
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4. A window will open. Select "Sign-up".

Authenticate or Sign-up?

Are you a returning subscriber? Or do you want te authenticate Are you the first time here? Sign up and receive right away an
with your StartSSL™ Open ldentity? email certificate (S/MIME) and a digital StartSSL™ Open
Flease click the button below and choose your StartSS5L™ Identity without charge during the easy three-step enrollment!
certificate from the dialeg.

Authenticate Sign-up

.«0r get a Stant55L™ Free server certificate real quick?
Follow the Express Lane which will guide you through all the necessary steps. Choose
this option anly if this is your first time here, otherwise log into your account above.

u

Express Lane

® Yfou must enable [avaScript and cookies support at your browser since this site will not work without it.
# The email certificate (S/MIME) can be used for the signing and encryption of your electranic mail. The certificate will be installed into your browser, just
backup and impert it inte your faverite mail client for this purpose.

5. Read carefully the instructions on the page, fill in all the fields necessary for the
registration and click the "Continue" button.

<

Personal Enrellment Details:

# All fields are required! You must provide your correct and complete personal details during initial registration! Be advised, that we may check and verify
the validity of the information submitted. Misleading and wrong information will result in the blocking of access and revocation of certificates! See also
this FAAQ entry for more infarmation.

# Privacy: The personal details may be used in part or in full in certificates or digital identities. They may be presented in a summarized form to potential
inwestors and business partners, but not in details. We refrain from centacting you, except in cases relevant for the service we provide or for
clarifications. We will net distribute your details to any third party, except if ordered to do so by law.

# By using this service you confirm, that you have read the CA Policy and accept the terms and conditions outlined in this decument. Only a natural person
can enter into the subscriber agreement during initial registration.

Important: Read and follow all instructions carefully! You are required to adhere to our terms and conditions!

First, Last Mame: uan ||Kowa|ski |-ja

Complete Home Address
iStreet, House, Number):

[Nieznana 133 E

Zip, Locality/Place: [Bo-155 |, [Gdansk
Country: [Paland
State/Region **: [Gdansk |
Phone: [+ 4858 700 700 70

Email *: [[kawalski@stamview.pll

* Mail accounts fram the following providers are not allowed: qg.com freemail.com rambler.ru mailnull.com laposte fr yopmail.cam

** Not seeing the States/Regions? Make sure you have |avaScript enabled.
** States/Regions still missing of your country? Please help to improve it! Send a complete list to us.

Note: During registration, the administrator must provide some private personal data,
otherwise not being authorized to generate a free certificate and key.
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6. A window will open. Click "OK".

7. Check the mailbox whose address was specified during registration. The received e-mail
message should contain the user verification code that should be entered in the empty
field. Click the "Continue” button.

Complete Registration

PN

3

Identity Card

® Averification code has been sent to your email account.
® Please checkyour email account now and enter the code into the text field below.
® Do not close this window or navigate away fram it.

Organization

L 1 W L. Vot Communiy

Digital Identity

Email Validations

Domain Validations

8. Click the "Continue" button in the window with information on generating a private key for
the user's personal certificate, which is required to properly communicate with the
www.startssl.com page.

9. Click the "Install" button to install the personal certificate.

g Install Certificate o
: g

* We are preparing to sign your first certificate,
# Flease be patient as we ready your certificate, this might take while. -
# Flease dlick install in order to continue. Identity Card

Organization

q i WoT Community

Digital Identity

Email Validations

Domain Validations

=
E

10. The certificate will be permanently installed in your web browser. It is recommended that
you keep a backup copy of it (to do so, see the "How do | backup my client certificates?"
instructions in the "F. A. Q." tab at the http://www.startssl.com/?app=25 web page). Click
"Finish".
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11. A tabbed window will open. The tabs will make it possible to carry out verification of the
domain owner and to generate the ssl.crt certificate and the ssl.key code. Select the
"Validations Wizard" tab.

Tool Box Certificates Validations
Wizard Wizard N

53
Howdy Jan Kowalski! Welcome to your StartSSL™ Control Panel... |i-3

Identity Card

Thousands of subscribers already validated their idertity and banefit today from the advanced capabiltias of the Class 2 and EV level —
certificates. For features like wild cards (*. domain.com) and multiple dormain names (UCCISANISNI) please validate your identity and benefit |% Organization
even more from StartS5L™. Click on "Validations Wizard" -= "Identity Validation" -= "Class 2".

| L WoT Cor ity

Getting Started:

[ Digital Identity

1L Validate

|(§ Email Validations

In order to receive a certificate you must validate an email address or domain name first. Choose the "Validations Wizard" tab for this
task |¢] Domain Validations
2. Certificate

After validation of an email or domain select the "Certificates Wizard" tab. Continue with the appropriate certificate type you wish to
receive. |

3. Various

S/MIME Client

Eal

The "Toel Box" has many different tocls which can help you. Here you can find help temns, update your OpenlD settings, add a credit card,
rmanage your private keys [decryption), convert a certificate to PFX (for 1S servers) and much more. ..

12. In order to validate the domain owner, select the "Domain Name Validation" in the "Type"
field of the dropdown menu, and click "Continue”.

Certificates | Validations =
Wizard Wizard [ﬁ

Tool Box

Select validati
ele alidation |@ Identity Card

® Sglect the type and attribute of validation you'd like to perform.

® Please note that you might need to have instant access to your email accourt(s) or documents in image format ready |Q Organization

| L WoT Community

Type: | Domain Name Validation, B |
Digital Identity
3

|(§_'. Email Validations

@ Domain Validations

B

S/MIME Client

Ed

[ This wizard will guide you through the process of validating your domain names. ou can always view your validated dormain names by
.| opening the "Domain Walidations" at the right hand panel.
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13. Enter the domain name in the "http://" field. Select the correct domain in the field next to
it. Click "Continue".

Certificates Validations

T Wizard Wizard

Enter Domain Hame -
Identity Card

# Enter the domain name you want to have validated. ——
® “fou must be the owner of the top-level domain, sub demains are net supported. Organization

WoT Community

http:// [stamview [{e! =1

Digital Identity

|(§_’. Email Validations

@ Domain Validations

d

S/MIME Client

Eal

14. Select the email address to which the message with the code to be used in the next step
will be sent. In this example, the address is "postmaster@stamview.pl".

Certificates Validations

RERIEES Wizard Wizard

Select Verification Email -
Identity Card

* Select the emaill address for verfication of dormain ownership from below.

or ization

Verification Email: @ postmaster@ stamview. pl
hostrraster@ starmiview. pl

WoT Community

webrmaster@stamview.pl Digital Identity

dormeny (@ consultingservice. pl

|(§'. Email Validations

Continue s»
@ Domain Validations

S/MIME Client

Ea
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15. In the "Verification Code", enter the code you received in the email message sent to the
address indicated in the previous window. Click "Continue".

Certificates | validations =
E=slEes Wizard Wizard [éz

Complete Validation

Identity Card

® A yerification code has been sert to "postmaster@stamview.pl". ——
#® Please check your email account now and enter the code into the text field below. Organization

WoT Community

Verification Code: TpdazkxQObviewdo
Digital Identity

} Email Validations

Domain Validations

B

S/MIME Client

L

16. Click on the "Finish" button.

Certificates Validations

D Wizard Wizard

Validation Success

Identity Card

* “fou have successfully authenticated domain "stamwiew.pl". —
* “fou will be able to use this verification for the nesxt 20 days, after which it expires and must be renewad. Organization

WoT Community

Email Validations

Domain Validations

B

S/MIME Client

Eal
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17. Click on the "Certificates Wizard" tab. In the "Certificate Target" field, select the "Web
Server SSL/TLS Certificate" option and click "Continue”.

Certificates Validations
ot Ex Wizard Wizard E

Select Certificate Purpose

Identity Card

#* Make sure you have already validated a domain name or email address before using this tocl! Select the "Validations Wizard" for this ——
task Organization

#* Depending on your preferences and type of software, you need to have a prepared certificate request (CSR) ready for submission.

WoT Community

Certificate Target: Eweb Server S5LTLS Certificate il | Digital Identity

Email Validations

Domain Validations

~ SSLTLS web server certificates are mostly used by web servers to secure communication across a network and to prevent
eavesdropping, tampering and message forgery Additionally server certificates identify the operator of the server at various levels,
| wihich allows a relaying party (vistors) to gain verified information about the owners of the web site. This is essential for trading J

{e-business) on the Internet and provides a trust factor otherwise difficult to obtain.

S/MIME Client

Eal

18. Enter your password in the "Key password" field. You can enter from 10 to 32 characters
(digits and letters). To confirm the password, type it again in the "Confirm Password"
field. Click "Continue".

Certificates Validations

el Wizard Wizard

Generate Private Key Identity Card
entity Car

® |f you created your own private key and certificate request (CSR), please skip this step. ——
® Provide a password for your private key (At least 10 characters, max. 32) Organization
* Allowed are only letters and numbers, without spaces!
® Please remember it or write it down sormewhere... { WoT Community

Key Password: [sesssssseee Digital Identity

Confirm Password: |[ssssssssses

Keysize: |2048 (Medium) - I Emnail Validations

% At this step a private key is generated for your certificate. A certificate can only be used with the corresponding private key ]

S/MIME Client

Eal
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19. Select and copy (Ctrl+C) the text that will appear in the text field. Open the "Notepad"
and paste the copied text. Save the file as "ssl.key". Click "Continue".

Certificates Validations )
ostEex Wizard Wizard

Save Private Key

| [ Identity Card

Copy and paste the content from the textbox below into a file and save it as ssh.key. ——
Make sure, that you do not atter the cortert and you did not add any spaces! Save it in ASCII format {plain tesxt). |% Organization
Allowed are only letters and nurnbers, without spaces!
Decrypt the private key with the OpenssL utilty: openssl rsa -in ssl.key -out ssl.key or use the utility from the Tool Box. | M WoT Community

[d Digital Identity

|@ Emnail Validations

0TaMC drmkbWauCXom+mel/g4G 00 Qul D /! - ——
Bk GUwE p adufhtNK2P rM iU TrwegD +seoqod0l) mubbubWbfcaGPRljspold] (@) Domain validations
bD cUKQ1kP RxQ4MD 5S40y I M 0 nUM ETdTo0 S xjmk 9K euLiBAvKnogR|

=2

S/MIME Client

Eal

20. Select the name of the previously verified domain in the window that will open. Click
"Continue”.

Certificates || Validations i
foslEex Wizard Wizard =

Add Domains

Identity Card

® Select the top target dornain narme for your certificata.

* Mote: Only dormain names which were wvalidated within the last 30 days are eligible for selection. Organization

Domain: | iew.pl | { WoT Community

|@ Email Validations

| @ Domain Validations

B

S/MIME Client

Ea




SATEL Installation manual 25

21. Create a subdomain under the previously verified domain. This will be an address of the
STAM-VIEW system to which the users will log in. Given in the window below is a sample
address: http://przyklad.stamview.pl. Click "Continue".

Certificates || Walidations
D Wizard Wizard |

Add Domains

Identity Card

* ‘fou must add one sub domain to this certificate. ——
® The base dormain stamview. pl will b included by default in the Ak Name section. Organization
® Note: In order to add multiple domains and sub domains, your Identity must be at least Class 2 validated. Check your status at the

"Identity Card". {. WoT Community

Digital Identity

|(§_’. Email Validations

Continue #»
k |§) Domain Validations

d

S/MIME Client

Eal

22. One certificate will be generated, in this case named "przyklad.stamview.pl", common for
the domain and subdomains. Click "Continue”.

Certificates || Validations

=D Wizard Wizard

Ready Processing Certificate
d 9 Identity Card

* 'We have gathered enough information in order to sign your certificate now. ——
# The cormmon name of this certificate will be set to przy kfad. stamview.pl. Organization
® The certificate will have the following host names supported:
1. stamview.pl i WoT Community
2. przyklad.stamview.pl
# Please click on Continue in order to process the certificate. Digital Identity

|{9_'. Email Validations
k |¢] Domain Validations

S5/MIME Client

L
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23. Select and copy (Ctrl+C) the text that will appear in the text box. Open the "Notepad" and
paste the copied text. Save the file as "ssl.crt". Click "Finish". The "ssl.key" and "ssl.crt"
files are prepared to be downloaded into the STAM-VIEW system.

Certificates || Walidations N
Wizard Wizard [u]]

Tool Box

Save Certificate |E Identity Card
entity Car

* Inthe textbox below is your PEM encoded certificate. —
® Copy and paste the content into a file and save it as ssl.ert. |% Organization
® N ake sure, that you do not alter the content and you did not add any spaces! Save it in ASCII format (plain text).

| | WoT Community

BEGIN
MIIHJTC CEg2gAnIBAgI DEA4rMADGCSqGSIb30QEBEQUAMIGMMOsWC G VDVE G GEw]| | Digital Identity
TDEWMEQ GALLUEC hM MU 3RhenRD b20gTHRkLErMC kEALUE C xMill 2wl | ERZ2I0
"rWiwgQ 2vydG ImaWwMhdGU gl 2inbmiuZzE 4M DY GALUEAxM v 3RhenRD b20gQ 2xhe3Mg
MSE O crmltv ) SIElud Gy BWW ksl F 0ZS BTZX) 22 g0 OF wH heNMTE wi D ly MTAzMjAz
WheMMTIWO DI MJE <MiE 1WBoMSAWH oY DV QMExc00TADDD ItWks1VZBIUKFRNVM - = ——
dDWZM 2E dM B sGALUEAxMU cH) BeWts YW uc3R hbXZpZXcuc G wx) TAJE gkghkiG S w0E |dﬂ Domain Validations

|@ Email Validations

Save also the intermediate and root CA certificates for the installation st your server (Save As..).

ez 2

S/MIME Client

Eal

3.1.1 Decrypting the "ssl.key" file

The "ssl.key" file is password encrypterd. If it remains in this form when downloading
certificates to the STAM-VIEW system, you will need to enter the password in the appropriate
field. You can also decode it in the certificate generating program, immediately after saving
the "ssl.crt" file.

In order to decrypt the "ssl.key" file in the certificate generating program, the administrator
should perform the following steps:

1. Select the "Tool Box" tab.
2. Select the "Decrypt Private Key" option.

3. Inthe "ssl.key" file, select the entire text, copy it and paste into the text box that has been
displayed in the window.

4. In the "Key password" field, type in the password that was entered when generating the
"ssl.key" file (see previous section, it.18) and click "Decrypt".

5. Select and copy (Ctrl+C) the decrypted text which will appear in the text box. Open the
"Notepad” and paste the copied text into it. Save the file as "ssl.key", replacing the
previously saved file with the same name.

Note: The free certificates are usually generated for a specified period of time. Please
remember to generate them again in due time.

3.2 Certificates of other certification bodies

Certificates of other certification bodies can also be used. In such a case, the administrator,
following the instructions of the individual bodies, must generate files of the relevant
certificates, save them to disk and download to the STAM-VIEW system.
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4. System management

The system works with the following web browsers: Mozilla Firefox (recommended), Google
Chrome and Internet Explorer from version 8.0.

Note: No activity for 10 minutes will result in logout from the system. Each click to select
another tab will restart the countdown.

4.1 First login

1. Enter the address http://[[STAM-VIEW virtual machine address] in your web browser on
the computer connected to the LAN to which the VMWare ESXi server is connected.
The address can be entered in the form of an IP address (4 decimal numbers separated
by dots) or in the form of a domain name.

2. Log in to the system (enter the login, password and code from the picture). By factory
default, the Administrator login and the satel password are preprogrammed for the
administrator in the system.

Welcome in remote access system for STAM-2 monitoring
station EN PL SK
Login: Administrator
Password: T
8
Click on picture, if it's unreadable
Security code: wwbm%9e

3. Enter the "Settings" tab and select the "SSL Certificates" in it.

4. When generating the StartCom SSL certificates, click the "Browse ..." button in the
"Certificate file (*.crt)" field and select the previously saved "ssl.crt” file. In the "Key file
(*.key)" field, click the "Browse..." button and select the previously saved "ssl.key" file.
If the key file is still encrypted, enter the password you gave when generating the "ssl.key"
file in the "Key password (if encoded)" (see the system installer manual). Click the
"Upload" button.

5. When generating the SSL certificates of another certification body, click the "Browse..."
button in the "CA file" field and select the appropriate file. Click the "Browse..." button in
the "Certificate chain file" field and select the appropriate file. Click the "Upload" button.

6. After the certificate and the key have been accepted, the status of SSL / authorizing body
certificates in both fields will change to "OK".
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Stam-View - remote access system EN PL RU
for STAM-2 monitoring station P m
Add user Welcome, Administrator Last log in: 2012-01-16 12:54:36, Failed: 2012-01-12 03:42:42
Show users i
Settings
Event log
Password Logo Users Installers SSL Certificates Languages

SSL certificates status
Certificate file (*.crt):

PRI I kKey file (*.key):

Update

Certification authority files
CA file: StartSsL

Certificate chain file: StartSSL

Upload certificates

Certificate file (*.crt): | Browse_
Key file [*.key): | Browse_
Key password (if encoded):

Upload certificates

CA file: | Browse_
Certificate chain file: I Browse_

4.2 Next logins

In order to get access to the STAM-VIEW system, enter the address https://[address of the
STAM-VIEW virtual machine] in the browser. The address can be entered in the form of
an IP address (4 decimal numbers separated by dots) or in the form of a name.

4.3 Changing password

The factory default password should be changed after first login to the system.
The administrator, in order to change the password, should perform the following steps:

1. Click on the "Settings" button.
2. Click on the "Password" tab.

3. Enter the old password and the new one (the new password has to be confirmed). Press
the "Change password" button to confirm the change made.
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4.4 Information displayed after login

Stam-View - remote access system EN PL RU

o
sil"e's for STAM-2 monitaring station P m

Add user Welcome, Administrator Last log in: 2012-01-16 12:54: 36, Failed: 2012-01-12 05:42:42
Show users

Event log

Welcome in remote access system for STAM-2 monitoring station
Messages

Settings
Unread messages: 0
Logs

Events occured since last entry: O

Backup copy

Update
Status
Stam-View version 0K
Registered in STAM-2 OK
SSL Certificates
Version
Version 28102011 (BETA)

Each time after you have logged in to the system, the following information is displayed:
the time of the last successful and failed login attempts, the number of unread messages,
the number of events that have been received by the monitoring station since the last login,
the software version, the status of communication between the STAM-VIEW system and
the monitoring station, and the status of SSL certificates. In the event of any inconsistency,
information in red color will appear at each of the statuses.

If a red "Update required” message appears at the "Stam-View version" field, the system
administrator must update the STAM-VIEW version. Download the appropriate update file
from the www.satel.eu website and save it to disk. Then enter the "Update” tab and click
the "Click here to update" command in it. In the "Update file" field, enter the access path to
the downloaded file.

If a red "NO" message is displayed at the "Registration in STAM-2" field, the monitoring
station operator should select the "Enabled” option in the STAM-2 program, "Configuration"
window, "Settings" tab, then fill correctly the fields required for a valid connection, and click
"Apply". Then quit the STAM-2 Server program and restart it. After the STAM-VIEW system
receives data from the monitoring station, the "OK" message will be displayed in the window.

If a red "No" message is displayed at the "SSL Certificates" field, you should download
the certificates again to the STAM-VIEW system. The administrator should enter the
"Settings" tab and the "SSL certificates” tab in it. The red "No" message will be displayed at
the SSL certificates and the authorizing body certificates. Use the "Upload" button to
download the corresponding certificate files.
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4.5 Changing logo

An option is provided to substitute the logo displayed at the top of the system window.
In order to do it, the administrator should perform the following steps:

1. Log into the system.
2. Enter the "Settings" tab and then the "Logo" tab in it.
3. Click the "Browse" button and select the file with preselected logo.

Note: The system accepts only the files of PNG, BMP and GIF type, with a resolution of 200
X 74 pixels.

4. Click on the "Change logo" button.

5. Determine position of the image and align it horizontally and vertically using the
appropriate buttons.

4.6 Administrator permissions in the system

1. Adding, editing and deleting users (the passwords can contain from 4 to 16 characters).
2. Assigning permissions to the users.

Stam-View - remote access system EN PL RU

_ &
sa'eL for STAM-2 monitoring station 0:13 m

Add user Welcome, Administrator Last log in: 2012-01-16 12:54:36, Failed: 2012-01-12 08:42:42

Show users
Please enter new user data

Event log
Messages Installer [
Settings Login:
Logs
Password:

Backup copy

Confirm password:

Update

Subscribers (site) list: No
Site: v
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3. Ability to search for users by their name.

stam-View - remote access system

for STAM-2 monitoring station =

Add user Welcome, Administrator Last log in: 2012-01-16 12:54:36, Failed: 2012-01-12 08:42:42
Show users i
Registered users
Event log
7, Search for user
User User type Actions
Administrator Administrator
Backup copy Armstrong_F User im S
Update Browning_W User il [
Brown_FP Installer m |
Caine_R User i
Cameron_C Installer il By
Carmichael_L User il B
Carnegie_E User fil [
Cimino_D User m E
Derek_O User i =Y
page 1 from 3  next >>
Results per page 10
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4. Filtering events in accordance with the following criteria:
— all or selected,
for a selected period of time,
— for a selected subscriber (with a specific login, ID number or name), or all subscribers,
containing the text entered,
with video confirmation.

s .'. 'ﬂﬁ Stam-View - remote access system EN PL RU
d e ® for STAM-2 monitoring station o ml
Add user Welcome, Administrator Last log in: 2012-02-06 14:55:25, Failed: 2012-01-30 20:30:46
Show users

Events log

5 Change filter parameters

Date Type Information Video

2012-02-06 15:00:50 Log out Connection has been terminated...
Backup copy 2012-02-06 14:58:03 Leg in User logged into the system: s...
Update 2012-02-06 14:56:48 Information Logging attempt by: satel

2012-02-06 14:03:11 Arming Arm

2012-02-06 14:03:08 Information End of need for medical suppor...

2012-02-06 14:03:07 Alarm Medical support needed

2012-02-06 14:02:58 Disarming Disarm

2012-02-06 14:02:57 Alarm Burglary

2012-02-06 14:02:04 Log in User logged into the system: r...

2012-02-06 14:01:50 Information Start server

<< previous page 2 from 217 next >>
Results per page 10 Iz‘

5. Viewing detailed events.
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6. Ability to communicate with the installers and users by means of a system of messages.

Stam-VYiew - remote access system

EN PL RU
for STAM-2 monitoring station — ml
Add user Welcome, Administrator Last log in: 2012-01-16 14:07:55, Failed: 2012-01-12 08:42:42
Show users
Messages
Event log
Inbox Outbox Create
To: Armstrong_F, Plummer_T
Backup copy Al E
Update
Content:
Hallo

In accordance with previous findings,
be reduced by 10%.
Best regards

the next invoice will

Send a message
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7. Configuration of the STAM-VIEW system settings:
— optional change of password,

— optional substitution of the logo displayed at the top of the system window (by default,
SATEL's logo is displayed there),

— defining permissions for all users,

— defining permissions for all installers,

— downloading SSL certificates,

— selection of three languages the system users will be permitted to use,
— selection of the default language for all users.

‘ '. 'db Stam-View - remote access system EN PL RU
d e e for STAM-2 monitaring station s m
Add user Welcome, Administrator Last log in: 2012-01-16 14:07:55, Failed: 2012-01-12 08:42:42
Show users .
Settings
Event log
Message: Password Logo Users Installers SSL Certificates Languages
Settings
Deleting messages
Logs
Eack_up copy }:\larm ):\rming
¥ Di i 1"
update Disarming ¥ Trouble
¥ Test O remark
Events types Information O] comment
False alarm [¥] 1rwalid disarming
DLDg in DLog out
[Clsms [CTelephone
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8. Ability to make back-up copies of the STAM-VIEW system settings, save them on disk in
the STAM-VIEW system database, and restore the saved system configuration.

Stam-View - remote access system : ENPLRU
for STAM-2 itori tatl . =
or monitoring station *Wf-ml

Last log in: 2012-01-16 14:07:55, Failed: 2012-01-12 08:42:42

Satel?

Add user Welcome, Administrator

Show users

Backup copies
Event log

Copies Upload

Available backup copies

Date of creating Actions

Back
LY 2011-08-19 11:39:29

Update

2011-11-28 07:39:43 i i

2012-01-07 08:34:35 m O O

Make a new one

9. Viewing the STAM-VIEW related system events.

EN PL RU

S opon |

Stam-\iew - remote access system
for STAM-2 monitoring station

Satel?

Add user Welcome, Administrator Last log in: 2012-01-17 14:20:09, Failed: Mever
Show users
System logs

Event log

Date Action Description
Messages

2012-01-17 14:22:06 User logged in Administrator
Settings

2012-01-17 14:21:48 User logged in Derek_O
Logs
Backup copy 2012-01-17 14:21:21 User logged in Cimino_D
Update 2012-01-17 14:20:54 User logged in Cameron_C

2012-01-17 14:19:39

2012-01-17 14:19:22

2012-01-17 14:19:03

2012-01-17 14:18:47

2012-01-17 14:18:11

2012-01-17 14:17:22

User logged in

Failed login attempt

User logged in

User added

Password changed

Site assigned

page 1 from 10

Armstrong_F
Armstrong_F
Brown_FP

Armstrong_F

Caine_R

Site: 8 to: Brown_F

next p

Results per page 10 Iz‘
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10. Updating the STAM-VIEW system.

" ] gd®  Stam-View - remote access system
afel’

for STAM-2 monitoring station
Add user Welcome, Administrator Last log in: 2012-01-16 14:07:55, Failed: 2012-01-12 08:42:42
Show users
Update
Event log
Messages
Current version: 28102011
Settings
Logs Click here tu update

Backup copy

Update
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