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IMPORTANT

The module should be installed by qualified personnel.
Read carefully this manual before proceeding to installation.

Changes, modifications or repairs not authorized by the manufacturer shall void your rights
under the warranty.

FreeRTOS is used in this device (www.freertos.org).

SATEL aims to continually improve the quality of its products, which may result in changes in
their technical specifications and software. Current information about the changes being
introduced is available on our website.

Please visit us at:
https://support.satel.pl

The declaration of conformity may be consulted at www.satel.pl/ce

Signs in this manual

A Caution — information on the safety of users, devices, etc.

Note — suggestion or additional information.
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2 ETHM-1 Plus SATEL

1 General

The ETHM-1 Plus module enables the INTEGRA Plus, INTEGRA, PERFECTA 64 M and
VERSA alarm control panels to communicate via the Ethernet network. The data
transmission is encrypted by means of an advanced algorithm based on 192-bit key.

If the ETHM-1 Plus module is connected to the INTEGRA Plus / INTEGRA control
panel, you can connect the INT-GSM / INT-GSM LTE module to the module. This will
allow the cellular data network to be used as a backup communication path and
enable dual path reporting.

If the ETHM-1 Plus module is connected to the PERFECTA 64 M control panel,
Ethernet is the primary communication path and the cellular data network is used as
a backup communication path.

2 Features

e Programming of the alarm system from a computer with internet access:
INTEGRA Plus / INTEGRA: firmware version 1.03 or newer — DLOADX program,
PERFECTA 64 M: firmware version 2.03 or newer — PERFECTA Soft program,
VERSA: firmware version 1.01 or newer — DLOADX program.

e Administration of the alarm system from a computer with internet access:
INTEGRA Plus / INTEGRA: firmware version 1.03 or newer — GUARDX program.

e Operation and programming of the alarm system from a web browser supporting JAVA
applications:

INTEGRA Plus / INTEGRA: firmware version 1.03 or newer.
e Operation of the alarm system from a mobile device:
INTEGRA Plus / INTEGRA: firmware version 1.03 or newer — INTEGRA CONTROL app,
PERFECTA 64 M: firmware version 2.03 or newer — PERFECTA CONTROL app,
VERSA: firmware version 1.04 or newer — VERSA CONTROL app.
e Reporting events to the monitoring stations via Ethernet:
INTEGRA Plus / INTEGRA: firmware version 1.04 or newer,
PERFECTA 64 M: firmware version 2.02 or newer,
VERSA: firmware version 1.01 or newer.
e Event notification using e-mail messages:

INTEGRA Plus: firmware version 1.13 or newer — content of the message corresponds to
the description in the control panel event log,

VERSA: firmware version 1.04 or newer — content of the message is generated
automatically by the control panel.

e Receiving notifications sent by IP cameras (IP zones):
INTEGRA Plus / INTEGRA: firmware version 1.22 or newer.

e Administration of the alarm system from the INTEGRUM application:
INTEGRA Plus / INTEGRA: firmware version 1.13 or newer.
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Integration of the alarm system with other systems, due to the open protocol for
communication over Ethernet:

INTEGRA Plus / INTEGRA: firmware version 1.06 or newer.

This function is designed for businesses specializing in the integration of
object-oriented systems and requires development of own software. For more
information on the open communication protocol, please go to www.satel.pl.

Capability to connect the INT-GSM / INT-GSM LTE module (cellular data network as
a backup communication path):

INTEGRA Plus / INTEGRA: firmware version 1.19 or newer.

Module firmware updated locally from a computer connected to the module’s RS-232 port.

Module firmware updated remotely via Ethernet using the UpServ update server [only
INTEGRA Plus / INTEGRA].

Powered with 12 VV DC.

3 Electronics board

@ ®@ 6B 6 ®

DDDDDDDD B N T

DEEED U S
O — PUR/LOG BUS ADDRESS
+12U COM TMP COM ARS485B DTM CKM  RS232

ETHERNET

Fig. 1. Module electronics board.

@ terminals:

+12V - +12 VDC power input.
COM - common ground.
TMP - tamper input (NC) — if not used, it should be shorted to common ground.

A RS485 B - RS-485 port for connecting INT-GSM / INT-GSM LTE module if the
ETHM-1 Plus module is connected to the INTEGRA Plus / INTEGRA
(required control panel firmware version: 1.19 or newer).

DTM - data (communication bus).
CKM - clock (communication bus).

@ RS-232 port. It enables:
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— connecting a computer for the purpose of updating the module firmware.

— connecting to the control panel RS-232 port. Depending on the alarm system in which
the module is installed:

INTEGRA Plus / INTEGRA: required for programming the system in the DLOADX
program via Ethernet; recommended for system administration in the GUARDX
program via Ethernet.

PERFECTA 64 M: required for programming the system in the PERFECTA Soft
program via Ethernet or operating the system in the PERFECTA CONTROL app via
Ethernet.

VERSA: required for programming the system in the DLOADX program via Ethernet.
(3) PWR/LOG LED:
OK — power OK,
flashing — communication via the module in progress.

@ BUS LED - blinking LED indicates that data exchange with the control panel is in
progress.

@ pins for setting the module address (see “Address setting”).
@ RJ-45 connector for Ethernet network. It is provided with two LEDs:

green — ON when the module is connected to the network,
yellow — flashes during data transmission.

4 Address setting

To set an address, place jumpers across the ADDRESS pins. Table 1 shows how to place
the jumpers in order to set a specific address (I - jumper on; r - jumper off).

0 1 2 3 A 5 6 7
[T 7 I (0 W 71 El N
Table 1.

4.1 Module connected to INTEGRA / INTEGRA Plus control panel

Set an address in the module within the range:
e from O to 3, ifitis connected to INTEGRA 24 or INTEGRA 32 control panel,
e fromOto 7, ifitis connected to another INTEGRA or INTEGRA Plus control panel.

The address set must be different from that in the other devices connected to the keypad bus
of the control panel (the control panel does not support devices with the same address).

4.2 Module connected to PERFECTA 64 M control panel

Set address 6 in the module.

4.3 Module connected to VERSA control panel

Set address 4 in the module. No keypad with the address 4 may be connected to the control
panel.
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Installation

A Disconnect power before making any electrical connections.

The device is designed to be used only in the local area networks (LAN). It must
not be connected directly to the public computer network (MAN, WAN). For
establishing connection with public networks, use a router or xDSL modem.

The device is designed for installation indoors, in spaces with normal air humidity.

1.

Secure the module electronics board in the enclosure. The module should be installed in
the same enclosure as the control panel. This will facilitate connecting the RS-232 ports
of control panel and module, if it is required.

Set the module address (see “Address setting”).

Connect the +12V, COM, DTM and CKM module terminals to the control panel terminals
(Fig. 2). It is recommended that an unshielded non-twisted cable be used for making the
connection. If you use the twisted-pair type of cable, remember that CKM (clock) and
DTM (data) signals must not be sent through one twisted-pair cable. The wires must be
run in one cable.

If the module is to supervise the enclosure tamper switch, connect the tamper switch
wires to the TMP and COM terminals. Otherwise, connect the TMP terminal to the module
COM terminal.

Connect the module to the Ethernet network. Use a cable compliant with the 100Base-TX
standard (identical as for connecting the computer to the network).

Power on the alarm system.

INTEGRA/ ETHM-1 Plus PERFECTAG4 M/

INTEGRA Plus VERSA ETHM-1 Plus

+KPD| DTM| CKM|cOM|  [+12v]com| DTM[CKM KPD|CLK [DTA|coMm| [+12v]com|DTM]CKM

Fig. 2. Connecting the module to the control panel.

7.

Start the identification function in the control panel (see the control panel installer
manual).

If the module is connected to the INTEGRA Plus / INTEGRA control panel and the

8.
9.

INT-GSM / INT-GSM LTE module is connected to the RS-485 port, the module will be
identified as “ETHM+GSM”.
Configure the module (see “Programming the settings”).

If it is required, connect the module RS-232 port to the control panel RS-232 port.
Depending on the control panel, use the following:

INTEGRA with connector socket of PIN5 type: PINS/PINS cable (Fig. 3)
INTEGRA with connector socket of RJ / INTEGRA Plus type: RJ/PIN5 cable (Fig. 4)
PERFECTA 64 M/ VERSA: RS232-RSTTL converter
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The above mentioned accessories are available in SATEL's product offering.

Connecting the RS-232 ports of the module and control panel is required if the alarm
system is to be programmed via Ethernet.

In the INTEGRA Plus / INTEGRA system, connecting the RS-232 ports of the module
and control panel is recommended if the alarm system is to be administered in the
GUARDX program via Ethernet. This will speed up the communication.

In the PERFECTA 64 M system, connecting the RS-232 ports of the module and
control panel is also required if the system is to be operated in the PERFECTA
CONTROL app via Ethernet.

543 543 21

RN IR

Fig. 3. Wiring diagram of the cable connecting RS-232 ports of ETHM-1 Plus module and
INTEGRA control panel with PIN5 connector socket.

R 7S

6543 1 5 43 2 1

—

iR

Fig. 4. Wiring diagram of the cable connecting RS-232 ports of ETHM-1 Plus module and
INTEGRA / INTEGRA Plus control panel with RJ type connector socket.

6 Programming the settings

The module settings differ, depending on the control panel to which the module is connected.
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6.1 Module connected to INTEGRA / INTEGRA Plus control panel

You can configure all of the module settings using a computer with the DLOADX program
installed. From the keypad, you can configure only some of the settings.

If the module has been identified as “ETHM+GSM” (the INT-GSM / INT-GSM LTE
module is connected to the ETHM-1 Plus module), the INT-GSM / INT-GSM LTE
module will take over tasks from the ETHM-1 Plus module if the Ethernet connection is
lost. These tasks are performed via cellular data network. Therefore many options and
parameters apply to both modules. This should be borne in mind when configuring the
settings.

6.1.1 Programming in the DLOADX program
Required version of the DLOADX program: 1.22.000 (or newer).

Click ﬁ in the main menu. The “Structure” window will be displayed.
Click the “Hardware” tab.

Click the “Keypads” branch.

Click the name of the module whose settings you want to configure.
Configure the module settings.

a s wbdpe

6. Click EI in the main menu to save changes to the control panel. For settings stored in
the module (IP zones, macro commands), click the “Write” button.

6.1.2 Programming from the keypad

1. Enter the service code (by default: 12345) and press ¥ &|. The user menu will be
displayed.

2. Press |9 wxvz. The service menu will be displayed.

3. Start the SETTINGS function (> STRUCTURE P>HARDWARE P>LCD KEYPADS P> SETTINGS).

4. Find the module whose settings you want to configure (use the up or down arrow key)

and press [# U,

5. Program the module settings using the available functions.

6.1.3 Module settings

Names of parameters and options from the DLOADX program are used in this manual. When
a parameter or an option is described, you will find in the square brackets their name
displayed on the keypad.

ETHM-1
Name — individual name of the device (up to 16 characters).

Tamper signaled in part. [Tamper in part.] — partition where alarm will be triggered in the
event of module tamper.

Network settings

Obtain IP address automatically (DHCP) [DHCP] — if this option is enabled, the module will
automatically download data on IP address, subnet mask and gateway from the DHCP
server (in such a case, you do not have to program these parameters).
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The IP address assigned to the module can be read:

— in the LCD keypad: using the IP/MAC/IMEI/ID user function available in the TESTS
submenu. For a detailed description of the function please refer to the user manual
for the control panel.

— in the DLOADX program: below the module parameters and options (Fig. 5 and 6).

IP address — module IP address.
Subnet mask [Netmask] — the mask of the subnet in which the module is working.

Gateway — IP address of the network device through which the other devices in the local
network can communicate with devices in other networks.

Obtain DNS server address automatically [DHCP-DNS] — if this option is enabled, the
DNS server IP address is downloaded automatically from the DHCP server. The option is
available, when the Obtain IP address automatically (DHCP) option is enabled.

DNS server — IP address of the DNS server which is to be used by the module. It can be
programmed, if the Obtain DNS server address automatically option is disabled.

&8 Structure — O *
System Hardware
INTEGRA inh d
| 1) X i _ ETHM module Address:05
=B Keypads version: 2,10
[] g ;ﬂi:g;gg Eg; ETHM-1 ] I fiiter | Remote fimware update | IP zone | User functions definition |
-zl 3: INT-TSHR 3 . . . . . - 2
[]__% s e 55; Mame: |ETHM'1 (5] Tamper signaled in part.: |1-|-C'bb_'r' J
-2 6: INT-GSH {6} [v Obtain IP address automatically [DHCF)
D:.(;hi'[)gTE;g£232) (7} I address| 4. B8. 6. @8 ¥ Obtain DNS server addiess automatically
DI.OA]_)I (moden) Subnet maskl 8. 6. 6. @ DMS sewel:| 5. 9. 0. 0
%2 Erpan=z=ion modulesz — Bu=s 1 Gatewa_l,l| 8 8 8
#-32 Egpansion modules — Bus 2 . . .
DLOADX
[v Communication with DLOADX DLOADK key: |************ ﬂ
DLOADK server: [192168.6 38 Par (7080 %
GUARDX/INTEGRA CONTROL
¥ GUARDX GUARDH key: |************ el
v Wi ¥ GSH conn. =
[ INTEGRUM [client] v port: |30 .
GUARD server |192.158.8.38 Port 7091 &
[ PING test [ Connection wia Satel zerver N
Integration
[ Integration [~ Encrppted integration Port: 7094 %
"Wiong logir
[ Log event I
MAC: [00:1B: 3C:08:34: 91 D [ ﬂ B2 OF-cods
P o Refresh
L&N uplink loss report delay: ] | zec.
v
Print Comments: |

Fig. 5. DLOADX program: settings of the module connected to INTEGRA / INTEGRA Plus
control panel (module is identified as “ETHM-17).

INT-GSM options

Options applicable to the INT-GSM / INT-GSM LTE module are available if the INT-GSM /
INT-GSM LTE module is connected to the ETHM-1 Plus module (the module is identified as
‘ETHM+GSM”).
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SIM 1/ SIM 2 [SIM1 / SIM2] — if this option is enabled, the given SIM card is supported by the
INT-GSM / INT-GSM LTE module. Disable the option, if the given card is not to be used.
Disabling the option will prevent unnecessary reporting of troubles related to that card.

SMS/CLIP messaging [SMS messaging] — if this option is enabled, the INT-GSM /
INT-GSM LTE module can send notifications about alarm system events using SMS/CLIP.

Structure

System Hardware l
IHTEGRA inb d
[f' X d‘a“‘ oar ETHM-1 4207 2020-0417  Module ETHM-1 Plus + INT-GSM Address:04
E‘ eypads= IMNT-GSM +1.02 2020-04-28 &5
: g ;:$:¥EED Eg; ETHM-1 l INT-GSM functions] IP filter] Iser fumctions definition]
IP. Z
i: ETHH+GSH (1) MName; |ETHM+GSM 4] Tamper signaled in part ; |13 Lobby j
DLOADY (RS-232)
[E| DLOADX (moden) [ Obtain IP address automatically [DHCP]
Erxpan=ion modules — Bus 1 . .
%é Ex]pzlansinn modules — Bus 2 IP addressl a. 6. 8. @8 [ Obtain DMNS gerver address automatically
Subnet maskl 6. 6. 6. 8 DMS server: a. B. a. @
Galeway| 8. @8. 8. @
INT-GSM options
v SIM 1 [~ SIM 2 [~ SMS/CLIP messaging
DLOADX
¥ Communication with DLOADX DLOADH key: | """""" ﬂ
DLOADK server.  |192.168.6.38 Por: 7090 %
GUARDX/INTEGRA CONTROL
V¥ GUARDX GLARDY key: | ............ ﬂ
W Wi ¥ GSM conn. 0 <
I INTEGRUM [client) Wl =l
GUARDK server |192.168.1.91 Part [7091 =
[ PIMG test [v Connection via Satel server [ Push notifications
Integration
[ Integration [~ Encrypted integration Port; 7094 2
Wwitong login
[~ Log event I
MAC;lDDﬂB:EIE:DB:DD:FS |Dn; [ ﬂ QR -code
IP: |1EI2.‘I BB.1.177 /188 25225177 S Refresh
|SIM1: B0% P4, SIM2: 0%
L&k uplink loss report delay: a v sec.
&
Prrint Carnrments: |

Fig. 6. DLOADX program: settings of the module connected to INTEGRA / INTEGRA Plus
control panel (module is identified as “ETHM+GSM” — INT-GSM module is connected to
ETHM-1 Plus module).

DLOADX

Communication with DLOADX [Connect DLOADX] — if this option is enabled, connection
can be established between the DLOADX program and the alarm control panel via the
module.

DLOADX key [Key (DLOADX)] — a string of up to 12 alphanumeric characters (digits, letters
and special characters) used for data encryption during communication with the DLOADX
program via module.

DLOADX server [DLOADX IP] — address of the computer running the DLOADX program. If
the communication takes place in a wide area network, it must be a public address. You
can enter either the IP address or the domain name.
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In the LCD keypad, the function for programming address of the computer with
DLOADX program is available in the user menu, CHANGE OPTIONS submenu (available
to service and administrators).

Port [Port (DLOADX)] — number of the TCP port used for communication with the DLOADX
program. You can enter values from 1 to 65535. The value must be different from that
entered for the other ports. Default value: 7090.

GUARDX/INTEGRA CONTROL

GUARDX [Connect GUARDX] — if this option is enabled, connection can be established
between the GUARDX program and the alarm control panel via the module. The option is
not available when the INTEGRUM (client) option is enabled.

WWW [Connect Intern.] — if this option is enabled, connection can be established between
the web browser and the alarm control panel via the module. The option is not available
when the INTEGRUM (client) option is enabled.

GSM conn. [Connect GSM] — if this option is enabled, connection can be established
between the INTEGRA CONTROL application / INTEGRUM server and the alarm control
panel via the module. The option is not available when the INTEGRUM (client) option is
enabled.

INTEGRUM (client) [INTEGRUM] — if this option is enabled, the module initiates connection
to the INTEGRUM server to establish communication between the control panel and the
INTEGRUM server. This method of establishing communication is supported by the
INTEGRUM server with version 2.0 (or newer). In the GUARDX server field enter the
INTEGRUM server address, and in the Port field enter the communication port number.
When the option is enabled, the GUARDX, WWW and GSM conn. options are not
available (the module does not support the GUARDX program / web browser / INTEGRA
CONTROL app).

GUARDX server [GUARDX IP] — address of the computer running the GUARDX program or
INTEGRUM server. If the communication takes place in a wide area network, it must be
a public address. You can enter either the IP address or the domain name.

In the keypad, the function for programming address of the computer with GUARDX
program installed / INTEGRUM system server is available in the user menu, CHANGE
OPTION submenu (available to service and administrators).

GUARDX key [Key (others)] — a string of up to 12 alphanumeric characters (digits, letters
and special characters) used for data encryption during communication with:

GUARDX program,

JAVA application in the web browser,

INTEGRA CONTROL in the mobile device,

INTEGRUM system.

WWW port — number of the TCP port used for communication with the web browser. You
can enter values from 1 to 65535 The value must be different from that entered for the
other ports. Default value: 80.

Port [Port (others)] — number of the TCP port used for communication with:
— GUARDX program,
— JAVA application in the web browser,
— INTEGRA CONTROL in the mobile device,
— INTEGRUM system.

You can enter values from 1 to 65535. The value must be different from that entered for
the other ports. Default value: 7091.
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The port cannot be used by several services at a time. The port can only be used by
one service (e.g. when communication with the INTEGRUM server is ongoing, you will
not be able to connect to the control panel in the GUARDX program, the web browser
or the INTEGRA CONTROL application).

PING test

PING test — if this option is enabled, the module can perform a communication test using the
ping command sent to the indicated network device. Parameters related to the
communication test should be programmed in the control panel:

LCD keypad: P> SERVICE MODE P>OPTIONS PPING TEST,
DLOADX program: ->“Structure” window —>“Hardware” tab ->“Keypads” branch.

SATEL server

Connection via Satel server [SATEL server] — if the option is enabled, the module connects
to the SATEL server and the communication via the SATEL server with the control panel
can be established (Connection Setup Service). This way of communication requires no
additional configuring of the network device through which the module connects to the
public network.

For establishing communication with the SATEL server, the DNS server must be used.

For communication via the SATEL server, the ports of 1024-65535 range are used as
outgoing ports. These ports must not be blocked.

Push notifications — if this option is enabled, the INTEGRA CONTROL application can
provide information about alarm system events by means of push notifications.

Integration

Integration [Integrate] — if this option is enabled, the module can be used for integration of
the alarm control panel with other systems.

Encrypted integration [Coded integr.] — if this option is enabled, communication with other
systems is encrypted. Program the encryption key (Integration encryption key) in:

LCD keypad: P> SERVICE MODE P>OPTIONS P> INTEGRATE KEY,
DLOADX program: ->“Structure” window —>“Hardware” tab ->“Keypads” branch.

Port [Port (integr.)] — number of the TCP port used for integration. You can enter values from
1 to 65535. The value must be different from that entered for the other ports. Default value:
7094.

Wrong login
Log event [Fail. — event] — if this option is enabled, all unauthorized attempts to connect to
the module are written to the event log.

Alarm [Fail. — alarm] — if this option is enabled, any unauthorized attempt to connect to the
module will trigger the tamper alarm. The option is available, if the Log event option is
enabled.

Information
MAC — module hardware address.
ID — individual ID number assigned to the module by the SATEL server.

If the module is to be used in another alarm system, the hitherto used ID number must
be deleted. You should do it after connecting the module to the new control panel and
establishing connection with the SATEL server, using the CHANGE ID function available
from the keypad (P»>SERVICE MODE P STRUCTURE PHARDWARE P LCD KEYPADS
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P SETTINGS P[module name] P CHANGE ID), if the control panel is connected to the
SATEL server. Having deleted the old ID number, the control panel will receive a new
one. The INTEGRA CONTROL applications using the old ID number will be unable to
connect to the control panel.

IP — local address / public address of the module.

[Cellular network signal] — information about cellular signal strength and cellular network
operator. The information is displayed when the INT-GSM / INT-GSM LTE module is
connected to the ETHM-1 Plus module (module is identified as “ETHM+GSM”).

QR-code — click the button to open the window in which the QR code is displayed. The QR
code contains information required when configuring settings of communication through
the SATEL server. You can read the QR code by using a mobile device or export to the file
and transmit to the users. The QR code facilitates configuring the INTEGRA CONTROL
application settings.

Refresh — click to refresh all information.

LAN uplink loss report delay — if the Ethernet network is not available for a preset period of
time, the module will report a trouble. A delay in reporting the trouble prevents sending
information about short-time loss of Ethernet connectivity.

INT-GSM functions

These settings apply to the INT-GSM / INT-GSM LTE module. They are available if the
INT-GSM / INT-GSM LTE module is connected to the ETHM-1 Plus module (the module is
identified as “ETHM+GSM”). For description of the settings, refer to the INT-GSM /
INT-GSM LTE module manual.

IP filter

The module connected to the INTEGRA / INTEGRA Plus control panel with firmware version
1.15 (or newer) offers IP filter. Using IP filtering allows you to enhance security level of the
alarm system. Establishing connection with the Ethernet module (alarm control panel) will
only be possible from defined IP addresses or subnets. IP filtering does not apply to
communication via the SATEL server.

You can configure IP filtering for the incoming connections:
e from DLOADX program,

o from GUARDX program (applies also to web browser, mobile application and INTEGRUM
system),

e as part of integration.

In each case you can define the filtering rules in one of the following configurations:
e up to 4 allowed IP addresses,

e 1 allowed subnet and up to 2 allowed IP addresses,

e up to 2 allowed subnets.

To activate the filtering feature, enter a value in one of the four fields available for the
given type of incoming connections.
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IP addiess: |192.168.2.8

Subnet mask |255 .255 _955_Q

IF address: |1 92.168.1.M

IPaddress:|ﬂ.ﬂ.ﬂ.ﬂ

GUARD=

IP address: {192 .168.2.8

Subnet mask | 255 _255 _255_0

IF address: |192 L168.1.91

P address: |192.169.?.11[‘I

Inteqgration

IP address: [8.0.0.0

IPaddress:|ﬂ.ﬂ.ﬂ.ﬂ

IF'address:|ﬂ.ﬂ.ﬂ.ﬂ

IPaddress:|ﬂ.ﬂ.ﬂ.ﬂ

v

ETHR-1 P Filker l Fiemate firmware update] IP znne] Uszer functions definitin:nn]

Allowed P addreszes
DLOADE

subniet

subnet

subniet

subnet

subniet

subriet

Fig. 7. DLOADX program: “IP filter” tab.

IP Address — if the subnet option is disabled: the network address from which connection
with the Ethernet module can be established. If the subnet option is enabled: the IP
address used for defining the subnet from which connection with the Ethernet module can

be established.

subnet — if the option is enabled, you can define the subnet from which incoming

connections will be received by the module.

Subnet mask — mask used for separating the portion defining subnet from the IP address.

Filtering by IP address

In the IP Address field, enter the network address from which establishing connection with
the module (control panel) is to bed possible. The subnet option on the right-hand side of the

field must not be selected.

IP &ddress;||@-B.8_.8

B | zubnet
IP &Addrezz |@.B.8.8
IP Addreze: (192168 .1.75

B | | zubnet
IP Addrezz |1B.08.8.8
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Filtering by subnet

1. Select the subnet option. Description of one of the IP Address fields will change to Subnet
mask. From now on, the IP Address and Subnet mask fields constitute a pair.

IP Addrezs; (B.8.8.8
IP &ddrez=: | @.8.8.8

|| zubnet

IP Addre= (B.B.8.8

Subretmazk: (B.8.8.08

2. Enter the address to be used to define the subnet.

IP Addres=-||B .8 .B8.8 |
Subretmazk: '®@.8.8.8¢ 2000 e

3. Enter the mask to be used to separate the portion defining subnet in the IP address.

IP Addres= (192 . 168.2.8 .
v EuI:uneIf

cubretmazkcl@.@.@8.@8 000000 |
IP &ddrezz (192 .168.2.8 ...
- v EuI:uneIf

Cubnet mazk: |#GL 20 A 00000 ™Y

Remote firmware update

The following is relevant if the INT-GSM / INT-GSM LTE module is not connected to
the ETHM-1 Plus module. If INT-GSM / INT-GSM LTE is connected to ETHM-1 Plus,
please refer to the INT-GSM / INT-GSM LTE module manual for description of remote
update settings.
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ETHM-1 | IP fiter Remote fimware update | 1P zone | User functions definition |

Remote firmware update

IJpdate server: Part; |0 =

Firrware update

Dowrload i Progress
[ INTEGRA ownload frmware NTEGRA
[ ETHM-1 Plus pdate firmware ETHM- Plus
I_ -
Stop downlowad INT-GSM H

Fig. 8. DLOADX program: “Remote firmware update” tab.

The module firmware can be updated remotely using the UpServ update server, which is
included in the SATEL product portfolio. You can start the update process in the DLOADX
program. You can update the firmware for:

e INTEGRA Plus / INTEGRA control panel — only if the DLOADX program and the control
panel are connected via the ETHM-1 Plus module (the RS-232 ports of control panel and
module are connected),

e ETHM-1 Plus module.

Update server — address of the UpServ update server. You can enter the IP address or
domain name.

Port — number of the TCP port used for communication with the UpServ update server.
You can enter values from 0 to 65535 (O=disabled).

Firmware update

The module does not perform its normal functions during firmware update.

Before updating the module firmware, enter the SERVICE MODE in the alarm control
panel. Otherwise, starting the update process will trigger tamper alarm (module not
present).

INTEGRA - if this option is enabled, the INTEGRA Plus / INTEGRA control panel firmware
will be updated.

ETHM-1 Plus — if this option is enabled, the ETHM-1 Plus module firmware will be updated.

Download firmware — click to download new version of firmware.

Update firmware — click to update the device(s) to the latest firmware version. If you have
not downloaded the firmware, it will be downloaded automatically now. The update will
begin after the download is complete.

Stop download — click to stop the process of updating the firmware.
Progress — progress bars show the process of downloading the firmware.

IP zone

IP zones are supported by INTEGRA / INTEGRA Plus control panels with firmware
version 1.22 (or newer).
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ETHHM-1 ] IP filter] Femate firmware update 1P zone | User functions definitiu:un]

TCRAAP port: |0 =

Zone ho. Phraze | Fieturn | Return time
i- s

RIS AR T U O ST U T U o U U U O U O U U U

B8 Read £8 wiite | X it |

Fig. 9. DLOADX program: “IP zone” tab.

The module can be used as the HTTP notification server and it can receive notifications sent
by IP cameras in case of different events (e.g. motion detection). In the “IP zone” tab,
the settings of HTTP notification support are available. The notifications can control the alarm
system zones. The cameras must operate in the same local network as the ETHM-1 Plus
module.

The IP zones settings are stored in the ETHM-1 Plus module memory.

Before you make any changes, click the “Read” button. After you have made the
changes — click “Write”. The settings stored in the module are not read / written after

you click EI / EI in the main menu.

TCP/IP port — number of the port used for receiving HTTP notifications. You can enter values
from 1 to 65535. The value must be different from that entered for the other ports.

Zone no. — number of the zone in the system that will be violated after an HTTP notification
is received. The wiring type programmed for the zone must be other than no detector or
Follow output.

Phrase — string of characters that must be included in the received HTTP notification for the
zone to be violated. You can enter up to 128 characters. You can generate a random
string of characters by clicking ﬁ] Enter the same string of characters in the camera
settings.

Return — if this option is enabled, when the module receives an HTTP notification that
includes the defined string of characters and the "Action":"Stop" message, the zone will
return to normal state (zone restore).

Return time — time after which the zone will return to normal state (zone restore).
The countdown is reset after each violation.

Read — click to read the IP zones settings from the module.
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Write — click to write the IP zones settings to the module.
Quit — click to cancel reading / writing the settings.

User functions

If the INTEGRA CONTROL application is used in the mobile device, the virtual keypad allows
you to quickly start user functions after entering the code and pressing an arrow key.

ETHM-1 ] P filter] Remote firmwsare update] IP zone User functions definition l

Code + £ | Mot uged |

Mok ysed
Arming [full]
Arming [without interior zones]
Arming [without interior zones, no delays]
Code + <] |Dizarming
Alarm clearing
Zones bypazsing [inkibit]
Bypaszz clearing
Output MOMO OM
Output Bl switch state
Code + [> |5 006l ON
Qutput Bl OFF
Full arm with bypazs

Code + %" Mot used -

Fig. 10. Program DLOADX: “User functions definition” tab.

Virtual keypad

The virtual keypad allows you to operate and program the alarm system in much the same
way as using a physical keypad. You can use the virtual keypad in the DLOADX and

GUARDX programs, web browser and in the mobile device (after installation of the INTEGRA
CONTROL application).

The virtual keypad settings available in the DLOADX program can be programmed using:

e LCD keypad: PSERVICE MODE P>STRUCTURE PHARDWARE PLCD KEYPADS P>SETTINGS
»DLOADXRS,

e DLOADX program: ->“Structure” window ->“Hardware” tab ->“Keypads” branch
2>“DLOADX (RS-232)” item.

Settings of the virtual keypad available in the GUARDX program, web browser or mobile
device can be programmed using:

e LCD keypad: PSERVICE MODE P>STRUCTURE PHARDWARE PLCD KEYPADS P>SETTINGS
»GUARDX ADDR. n [n = module address],

e DLOADX program: ->“Structure” window ->“Hardware” tab ->“Keypads” branch
—>[module name] branch >“GUARDX/INTEGRA CONTROL” item (Fig. 11).

For description of the keypad settings, please refer to the programming manual for INTEGRA

/ INTEGRA Plus control panel (only some of these settings are available for the virtual
keypad).
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Structure

Sustam Hardware l
[(H INTEGRA mainboard
E-- Keypads Keypad GUARDX
" 2 : iﬁi:gggn Eg ; Keypad l State inspections ] Macro Commands
2: TIHT-TSG (2) Date/Time format: | 1Jan, 12:00:00
: GUARDHANTEGRA COMTROL ates [ ime farmat: an, 12Ul w7
‘8 4- ETHH-1 (4) Hame: | | ~
: --[E GUARDXZ-INTEGRA COHNTROL Prartitions mananed be kevoad: LCD backlight:
U8 DLOADX (RS-232) 1234 EgE ?’PSPD - 11121314 keys backlight:
i.[El DLOADX (modem) | b e
[]---%é Expansion modules — Bus 1 &h I F et Alarm messages
. _ ow alarms af partitions: ¥ Pari V7
+ Ezpanzion modules Bu=s 2 |1 R T3 artitions ones
Alarms
[~ FIRE [~ PAMIC
Show fire alarms of partitions: [T Al [ 3 wrong codes
|1 2345E78 11121314 Additional options
r
CHIME zignal of zones: -
1123 (4|5 @8 |7 |8 9 (10111213 |14[15)16 i
18 ] 1|32 v Sign. alarms
3435 18 33 42 |43 W keppress beep
53 |54 [ Sign. trbl in part. arm
-
-
-
[ Exit delay cleanng enable
Zone disabling chime:|54 %1  Lock time |54 21| | I Show viol. zones
Duick Am partitions: v Auto-drm delay countdown
12345678 11121314 -
-
Diizplay entry delay of partitions: r
|12345Ei?8 11121314 =
[ Quick contral
Dizplay ext delay of partitions:
|123455?8 11121314
Signal entry delay of partitions:
|123455?8 11121314
Signal exit delay of partitions:
|123455?8 11121314
Zone Zone
" "
i i
Auto-backlight
r T3 B3 O
Tamper zignaled in part.: | 1: Lobby j
=1
Print Comments: |

Fig. 11. DLOADX program: parameters and options of the virtual keypad available in
GUARDX program, web browser or mobile device.

Macro commands

In the DLOADX program you can prepare macro commands that will be used in the
INTEGRA CONTROL app: ->“Structure” window ->“Hardware” tab ->“Keypads” branch
—>[module name] branch >“GUARDX/INTEGRA CONTROL” item >“Macro Commands” tab.

The macro command is a sequence of actions to be performed by the control panel.
The macro commands help the user to operate the alarm system. Instead of performing
several operations (e.g. in order to arm the selected partitions), the user can run a macro
command and the control panel will execute the functions assigned to it.
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The macro commands settings are stored in the ETHM-1 Plus module memory.
The INTEGRA CONTROL app can download the macro commands from the module after
establishing connection. Prepared macro commands can also be exported to a file. After the
file is copied to a mobile device, the macro commands can be imported to the app.
This method allows you to import macro commands prepared e.g. for the INT-TSG keypad.

The buttons related to the macro command settings are displayed on the bottom of the tab:
Read — click to read the macro command settings from the module.

Write — click to write the macro command settings to the module.

Quit — click to cancel reading / writing the macro command settings.

Reset — click to delete the macro command settings (and restore factory settings).

Before you make any changes, click the “Read” button. After you have made the
changes — click “Write”. The settings stored in the module are not read / written after

you click EI / EI in the main menu.

Groups

In the “Groups” tab you can configure the settings of macro command groups. The macro
commands must be assigned to groups. There are 4 groups available. You can assign up to
16 macro commands to each group. The macro commands not assigned to any group will
not be available in the app. The groups and the macro commands assigned to them are
presented as a tree structure.

| In the INTEGRA CONTROL app, each group is displayed on a separate screen.

Name — name of the macro command group (up to 16 characters in two lines, up to 8
characters in the line). Do not enter the name if it is not to be displayed.

Icon — the macro command group icon. Click El to display the list of icons, then click the icon
that is to be used.
| The macro command group icon is not used in the INTEGRA CONTROL app.

Add macro - click to display the list of defined macro commands, then click the macro
command name to add it to the group.

Remove macro — click to delete the selected macro command from the group.
¥

— click to move the highlighted macro command down within the group.

@

— click to move the highlighted macro command up within the group.

Export to file — click to export defined macro commands to a file. The file with macro
commands can be loaded into the INTEGRA CONTROL application or imported to another
device that support macro commands.

Import from file — click to import macro commands from a file.
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Structure

System Hardware l
[ INTEGRA mainboard
2 Keypads Keypad GUARDX
" 2 }gi:g;;n Eg; Keypad ] State inspections Macro Commands
i 2: IHNT-TSG (2) Groups l Definitions]
E 4: ETHH-1 (4}
Y cuarDx INTEGRA CONTROL J|M etk batetd
DLOADE {R5-232) P i Hame
~[E DLOADE (modem) & 1q Arrning
- Expansion modules — Bus 1 .
#-38 EEpansion modules — Bus 2 s € s V0 Full arm
]
. Z257 Day arm -
f‘i\ b Night ar
= m
1 __ Disarmin
@ Mg
{ | Turn ON
el Light ON
@ Air cond
" ON
2! Heating
& on
| Turn OFF
s @
i Light OF
) F
@ Air cond
OFF E sport to file ‘
o gk Heating
OFF = Irport from file ‘
1 Add macro | ‘ ‘ |
lE Read ‘ E write ‘ X Quit ‘ g] Reset ‘
=i
Frirt Comnments: |

Fig. 12. DLOADX program: “Groups” tab.

Definitions

In the “Definitions” tab you can configure the macro command settings.
New macro — click to create a new macro command.

Remove macro — click to remove the selected macro command.

Name - individual macro command name (up to 16 characters in two lines, up to 8
characters in the line).

Code — this parameter does not apply to the INTEGRA CONTROL app.

Authorization required — if this option is enabled, the macro command will only be run after
user additional authorization.

Disabl. if armed — if this option is enabled, the macro command will not be available, if any
of the partitions managed by the virtual keypad is armed.

Autoexecute — if this option is enabled, there is no need to enter the group to run the macro
command. In the INTEGRA CONTROL app, the macro commands with the Autoexecute
option enabled are presented on a separate screen. It is displayed before the screen that
shows the macro commands in the group.

No confirmation messages — this option does not apply to the INTEGRA CONTROL app.
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Groups  Definitions l

1: Full arm

|cor

2: Day arm - |Fu|| arm

3: Might ar / m : | —

4: Disarm A~ - .
5: Light ON Code: B J ‘ J
6: Air cond / ON W Autharization required e bng -

¥ Heating / ON

8: Light OF / F [ Dizabl. if armed [ State follow output 1 -
9: Air cond / OFF [ Autoexecute

10: Heating / OFF [ Show name

[ Mo confirmation messages
Cormmands lizt:

4
+

| g Change | X Delete |

Command:
|.-’-'-.rming ﬂ
Lizt:
!Newmacm 1“ 2" 3“ 4" 5“ ﬁ“ T“ :
2 i 2z 13 4 5 li]
x Remove macro
T ] ] 20 z 22 23 24
25 25 2T ZB e 30 £ 3z

&) Size: VB8 of 14079, left: 13311 [95%)

Fig. 13. DLOADX program: “Definitions” tab.

con

Icon — the macro command icon. Click EI to display the list of icons, then click the icon that
is to be used. If the State follow output option is enabled, select 2 icons for the macro
commands. One icon will be displayed when the output is inactive, and the other — when
the output is active.

The macro command icon used in the INTEGRA CONTROL app is different from the
icon presented in the DLOADX program.

State follow output — if this option is enabled, the icon of macro command will change
depending on the status of output whose number should be selected in the field on the
right side. Select an output, the status of which depends on the actions taken by the
control panel after running the macro command. Thus it will be possible to inform the
user by means of macro command icons about, for example, the status of outputs
controlled by macro commands or the status of partitions which are armed by a macro
command.

Show name — if this option is enabled, the macro command name will be displayed.
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Commands
Commands list — commands assigned to the currently highlighted macro command.

The| * | and | * | buttons allow you to change the order of commands (moving the
highlighted command up and down).

Add — click to add to the list a new command, selected in the “Command” field.

Change — click to save the changes to the command parameters which were made after
adding the command to the list (otherwise, the changes made will not be saved).

Delete — click to remove the highlighted command from the list.

Command - function that you can assign to the macro command. Click EI to drop down the
list of available functions, then click the function that you want to assign to the macro
command.

List — table displayed for most functions. Its fields represent the system elements (partitions /
zones / outputs) that can be controlled by the function. The numbers of the fields in the
table correspond to the numbers of the elements in the system. The color of the field
indicates:

orange — function controls this system element,

white — function does not control this system element.
Double-click the field to change its color.

Depending on the selected function:

Arming — select the partitions to be armed and define the arming mode (keep clicking the
field). The digit inside the field indicates:

0 — fully armed,

1 — fully armed + bypasses,

2 — armed without interior,

3 — armed without interior and without entry delay.
Disarming — select the partitions to be disarmed.
Alarm clearing — select the partitions in which alarm is to be cleared.
Bypass zones — select the zones which are to be inhibited.
Unbypass zones — select the zones which are to be unbypassed.
Outputs ON — select the outputs to be turned on.
Outputs OFF — select the outputs to be turned off.
Change outputs state — select the outputs whose state is to be changed.

The partitions must be controlled by user code.
The zones must not have the Bypass disabled option enabled.

The outputs must be the 24. MONO Switch, 25.BI Switch, 105. Shutter up,
106. Shutter down or Remote switch type (they need not be assigned to any group of
outputs).

KNX telegram — the following settings are available for the function:
INT-KNX module — INT-KNX module which is to send the telegram.
Group address — the group address which will be inserted in the telegram.
Type — the telegram type.

Value - the value that will be inserted in the telegram (parameter available for some types
of the telegram).
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Priority — telegram priority (if two elements of the bus start transmitting simultaneously,
the telegram with higher priority will be sent first).

KNX telegram (v2) — the following settings are available for the function:
Module INT-KNX — INT-KNX-2 module in which the value is to be set.

Macro Command — name of the “Virtual (macro)” type object, defined in INT-KNX-2
module.

Data type — size and meaning of the communication object data defined in INT-KNX-2
module for selected object.

Value — value to be set (if the type of data provides for sending a sequence of characters,
you can enter up to 13 characters).

The Telegram KNX and Telegram KNX (v2) functions allow you to control the KNX

system if the INT-KNX or the INT-KNX-2 module is connected to the control panel.

Exit delay clearing — no settings available for the function.
Quick arm — for the function you must select the arming mode to be activated.

Preparing macro commands
1. Click the “Read” button to read the macro command related data from the module.

! &dd macro | | | |

lﬁ Read E Wik ‘ X Quit | g] Reset ‘

=1

2. Click the “Definitions” tab.

hoad K. d GUARDX
. eypa
T_KLCD (0) werzion: 2.05 2018-07-03
T-TSG {23 Keypad ] State inspections Macro Commands
[-KURL Groups || Definitions
HE-1 (4)
DE~IHTEGRA COHTROL Module ETHM-1 ¥2.05 2018-07-03
(R5-232) [

3. Click the “New macro” button. A new macro command will appear on the list.

l Armn mode
{* full

! Mew macro ™ full+bypazs

(" without inkerior

" without intenor and delay

Groups Definitions

|z

-

™ b.al W L | [al
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4. Enter a name for the new macro command.

Groups

DEfInItIDnS

Hat:ru 1
I arne;
Code:;
= 4.l . LD o =

Il

- |

j

5. If running a macro command is to be each time preceded by user authorization, enable
the Authorization required option.

Full arm

M arme:

Code: I

|_|7 &utharization required |

[ Nizahl if armed

—lean

-v

Q

[ State follow outout

[ =

-

6. If the macro command is to be unavailable when any of the partitions managed by the
keypad is armed, enable the Disabl. if armed option.

Code: I
v Autharization required

[ Disabl. if amed]
[T Autoexecute
[~ Mo confirnation ressages

-]

[T State follows oukput

1

M

[T Show name

Commands list:

7.

|
|

Code: I
[+ Authorization required

[~ Dizabl i armed

[ Autoesecute

[T Mo confirmation messages

If the macro command is to be available without entering the group (displayed in the
INTEGRA CONTROL app on a separate screen), enable the Autoexecute option.

-

[~ State follow output

1

M

[~ Show name

Commands list:

8. Cllck

and select the icon for the macro command.

Full arm
M arne:

Code: I

[+ Authaorization required

[ Dizabl. if armed

[~ State follow output
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9. If the icon is to change depending on the selected output state:
— enable the State follow output option;
— indicate the output number;

— select the icons.

Name: i

Code:

v Autharization required

[ Dizabl if armed
[ Autoexecute
| Mo confirmation messages

nfﬁj ‘

ko b

[ State followe output

1

i

[ Show name

10.1f the macro command name is to be displayed, enable the Show name option.

Code:

v Autharization required

I Dizabl if armed
[ Autoexecute
[ Mo confirmation messages

ol

Pk g

[ State follow output

1

|

11.Click E| in the Command field and select the function the new macro command is to

execute.

! Mew macro

Command:

Arm mode
{* full

| (" full+bypass

| " waithont interinr

=]

! MNew macro

Command:

Digarming
Alarm clearing
Bypasz zones

X Remaove macra

Inbypass zones
Qutputs OM
COutputs OFF

Change outputs state
kM telegram

KM telegramm [v2]
Exit delay clearing
Cuick arming

-]

| Armning
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12.Configure the command parameters.

Command:

Arming -

Lizt:

! Mew macro

X Femove macro

13.Click the “Add” button. A new command will appear on the list of commands assigned to
the macro command. You can still modify parameters of the command after clicking on it
(having made the changes, click the “Change” button).

|
] Ehangel %Delete |

Cormmand:
I.-'i‘-.rming LI

Lizt:

oo | | [ONEONSSTLSNESNRONERT.

+
| Add | M Change | X Delete |
14.Repeat the steps 12-14, if you want to add next commands.
15.Click the “Groups” tab.
25 Keypad I State inspections Macro Commands I
0 Definitions |
CONTROL F lco
ull arm
M amme:
Bus 1 Coe | — f}ﬁ -
16.Click the group you want to edit.
Groups | Definitil:unsl
(4)
“GRA CONTROL IHuduIe ETHM-1 v2.05
B2
L) Group 1
les — Bus 1
les — Bus 2 N Group 2




SATEL ETHM-1 Plus 27

17.Enter the group name, if it is to be displayed.

e ETHM-1 v2.05
—Mame
Group 2

18.Click El and select the icon for the macro command group.

—Mame

Group 2

Group 3 | : :||

19.Click the “Add macro” button. A list of all defined macro commands will be displayed.

1 Add macro || 2% Remove macro | ke | 1 |

lE Read | E Write | x Cuit | ‘9 Reset |

20.Click a macro command to add it to the group. The macro command will be put in the tree
under the group.

= Irmpo

= [mpo

__ | Addmacio Full arm

]

lE Read | E Write | X it | 3 Reset |

L lHuduIe ETHM-1 ¥2.05

—Mame—
& @ Auming

f'\m Full arm

- - fram]

21.Click the “Write” button to write the macro command related data to the module.

& Impd

1 Add macro &% Remove maco | ke | i |

lE Read | E Write X Cuit | ‘9 Reset |
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6.2 Module connected to PERFECTA 64 M control panel

You can configure the module settings using a computer with the PERFECTA Soft program
installed or using the keypad.

6.2.1 Programming in the PERFECTA Soft program
Required version of the PERFECTA Soft program: 2.01 (or newer).
1. Click the “Hardware” tab.

2. Click the Ethernet module.
3. Configure the module settings.

4. Click to save changes to the control panel.

6.2.2 Programming from the keypad

1. Enter the service code (by default: 12345) and press |* & ). The user menu will be
displayed.

2. Press|(®]a).

3. When the = cursor indicates the SERVICE MODE function, press (# U ). The service menu
will be displayed.

4. Press |2:ec | |[# O ). The functions available in the 2.EXPANDERS submenu will be displayed.
5. Program the module settings using the available functions.

6.2.3 Module settings

QUECT ETHERMET MODULE
Mame: Ekspander 0x0& Alarm in part.: 1: Ground floor -
Type: ETHM-1Plus version:  3.11 2024-09-75 Address: 6

CObtain IP address automatically (DHCF)

Ethernet module IF address: a. 0. a. o Obtain DNS server address autormatically
Subnet mask: o, o, oo.a0 DNS server: o, o, o, o
Gateway: o. o, o, 0
LAM uplink loss repart delay: - 0 + sec,
SRR R5->=ETHM-1 [ ] report Satel server connection trouble

Fig. 14. PERFECTA Soft program: settings of the module connected to PERFECTA 64 M
control panel.

Names of parameters and options from the PERFECTA Soft program are used in this
manual. When a parameter or an option is described, in square brackets you will find one of
the following information:

e name of the function used to configure a parameter or option in the keypad,
e name of a parameter or option from the keypad.
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Name [286.Ex. 06 name] — individual name of the module (up to 16 characters).

Alarm in part. [226.Ex. 06 part] — the partition in which alarm will be generated in the event
of module tamper.

Obtain IP address automatically (DHCP) [DHCP] — if this option is enabled, the module will
automatically download the IP address, subnet mask and gateway from the DHCP server
(you do not have to program these parameters).

IP address [2191.Address] — module IP address. This field is available if the Obtain IP
address automatically (DHCP) option is disabled.

Subnet mask [2192.Netmask] — the mask of the subnet in which the module is working. This
field is available if the Obtain IP address automatically (DHCP) option is disabled.

Gateway [2193.Gateway] — IP address of the network device through which the other
devices in the local network can communicate with devices in other networks. The field is
available if the Obtain IP address automatically (DHCP) option is disabled.

Obtain DNS server address automatically [DNS-DHCP] — if this option is enabled, the
DNS server IP address is downloaded automatically from the DHCP server. The option is
available, when the Obtain IP address automatically (DHCP) option is enabled.

DNS server [DNS] — IP address of the DNS server which is to be used by the module. The
field is available if the Obtain DNS server address automatically option is disabled.

LAN uplink loss report delay [2195.LANtrb.del] — time after which the loss of LAN cable
connection is reported.

RS->ETHM [RS->ETHM-1] — if this option is enabled, the module RS-232 port can be used
for communication with the control panel (the RS232-RSTTL converter is required to
connect the module and control panel ports). The option must be enabled if the alarm
system is to be programmed / operated via Ethernet.

Report Satel server connection trouble [ETHM-1 SRV TRBL] — if this option is enabled,
the module will report a trouble in case of communication problems with the SATEL server.

6.3 Module connected to VERSA control panel

You can configure all of the module settings using a computer with the DLOADX program
installed. From the keypad, you can configure only some of the settings.

6.3.1 Programming in the DLOADX program
Required version of the DLOADX program: 1.22.000 (or newer).

Click ﬁ in the main menu. The “Structure” window will be displayed.
Click the “Hardware” tab.

Click the “Expansion modules” branch.

Click the name of the module whose settings you want to configure.
Configure the module settings.

a s wbde

6. Click EI in the main menu to save changes to the control panel. For settings stored in
the module (e-mail messaging), click the “Write” button.

6.3.2 Programming from the keypad

1. Enter the service code (by default: 12345) and press (* & ). The user menu will be
displayed.

2. Press(0 @)(0 @] (# ©]. The service menu will be displayed.
3. Press[ ABcJU MZABCM# l]]to start the 2.SETTINGS function.
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4. Find the module whose settings you want to configure (use the (X|¥) or (£]4) key) and
press | # O .

5. Program the module settings step by step.

6.3.3 Module settings

Names of parameters and options from the DLOADX program are used in this manual. When
a parameter or an option is described, you will find in the square brackets their name
displayed on the keypad.

Name — individual name of the device (up to 16 characters).

Tamper signaled in part. [Tamper in p.] — partition where alarm will be triggered in the event
of module tamper.

DLOADX->ETHM-1 connection [DLOADX->ETHM-1] — if this option is enabled, connection
can be established between the DLOADX program and the alarm control panel via the
module.

DLOADX

DLOADX server [DLOADX] — address of the computer running the DLOADX program. If the
communication takes place in a wide area network, it must be a public address. You can
enter either the IP address or the domain name.

Port [DLOADX port] — number of the TCP port used during communication between control
panel and a computer with DLOADX program via Ethernet. You can enter values from 1 to
65535. The value must be different from that entered for the other ports. Default value:
7090.

DLOADX key — a string of up to 12 alphanumeric characters (digits, letters and special
characters) which is used for data encryption during communication with the DLOADX
program via module.

SATEL service

LAN [SATEL server LAN] — if the option is enabled, the module connects to the SATEL
server and the communication via the SATEL server with the control panel can be
established (Connection Setup Service). This way of communication requires no additional
configuring of the network device through which the module connects to the public
network.

For establishing communication with the SATEL server, the DNS server must be used.

For communication via the SATEL server, the ports of 1024-65535 range are used as
outgoing ports. These ports must not be blocked.

Do not report SATEL server connection trouble [No SATEL trbl.] — if this option is
enabled, loss of communication with the SATEL server will not be reported.

Communication with mobile application [Mobile app.] — if this option is enabled,
connection can be established between the VERSA CONTROL application and the alarm
control panel via the module. The option is available if the LAN option is enabled.

Alarm 3 incorrect codes (mobile application) [Al.3 wrong codes] — if this option is enabled,
entering an invalid code three times from the VERSA CONTROL application will trigger an
alarm.

Push notifications — if this option is enabled, the VERSA CONTROL application can provide
information about alarm system events by means of push notifications.

Information
MAC — module hardware address.
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ID — individual ID number assigned to the module by the SATEL server.

If the module is to be used in another alarm system, the hitherto used ID number must
be deleted. You should do it after connecting the module to the new control panel and
establishing connection with the SATEL server, from the keypad, when programming
the Ethernet module, in the last step. Having deleted the old ID number, the module
will receive a new one. The VERSA CONTROL applications using the old ID number
will be unable to connect to the control panel.

IP — local address / public address of the module.

QR-code — click the button to open the window in which the QR code is displayed. The QR
code contains information required when configuring settings of communication through
the SATEL server. You can read the QR code by using a mobile device or export to the file
and transmit to the users. The QR code facilitates configuring the VERSA CONTROL
application settings.

Refresh — click to refresh all information.

VERSA - Structure

System Hardware l _ ETHM-1
% VERSA 15: VERSA 15 version: 207 2020-038-11
EE,E Expansion modules M arne: ETHM-1  [04)

[E] 00: VERSA-LCD (0D)
03: VERSA-LCDR (03)

& 0J04: ETHM-1  (04) DLOADX

-l 12 INT-E (12) [v" DLOADX -» ETHM-1 connection

Tamper signaled in part.: & 1: First floor ™ 2 Second floar

42 15:CA-640 (15) DLOADH sarver [132.168.1.160 Port: (7090 %
DLOADX key: [ & SMis: |
Satel zervice
W LaN r MAC: |00H1B:9C:08:34:51

v Donot report SATEL zerver connechion trouble
Iv Communication with mobile application ID: | el

[ Alarm 3 incorect codes [mobile application) - | :.r. Refrash
Time fram a time server

v Push naotifications
I LamM r B Time zome; GMT+0h -

LAN Messaging ]

[w Obtain IF addresz automatically [DHCP)

IP address [192.168. 1. 92

Subnet mask |255.255.255. @

Gateway [192.168. 1.222

[w Obtain DMS server address automatically

DMS server: | 8. 8. 8. @
PING test

Address to test: |

Peniod: 0 +| =ec.  Tries no. before trouble: o -

Fig. 15. DLOADX program: settings of the module connected to VERSA control panel.

Time from a time server

LAN [Time from srvLAN] — if the option is enabled, the control panel clock will be
synchronized with the time server once a day.

| For communication with the time server, the DNS server must be used.
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Time zone — difference between the universal time (GMT) and the zone time. The parameter
is required, if the control panel clock is to be synchronized with the time server.

LAN

Obtain IP address automatically (DHCP) [DHCP] — if this option is enabled, the module will
automatically download data on IP address, subnet mask and gateway from the DHCP
server (in such a case, you do not have to program these parameters).

i The IP address assigned to the module can be read in the LCD keypad using the
MODULE VER. user function available in the TESTS submenu. For a detailed description
of the function please refer to the user manual for the control panel.

IP address — module IP address.
Subnet mask [Netmask] — the mask of the subnet in which the module is working.

Gateway — IP address of the network device through which the other devices in the local
network can communicate with devices in other networks.

Obtain DNS server address automatically [DHCP-DNS] — if this option is enabled, the
DNS server IP address is downloaded automatically from the DHCP server. The option is
available, when the Obtain IP address automatically (DHCP) option is enabled.

DNS server — IP address of the DNS server which is to be used by the module. It can be
programmed, if the Obtain DNS server address automatically option is disabled.

PING test

Address to test [PING] — address of the device to which a ping command to test
communication is to be sent by the module. You can enter IP address or domain name.

Period [PING period] — the time interval between successive communication tests using the
ping command. If value 0 is programmed, the communication test is disabled.

Tries no. before trouble [PING tries] — the number of failed communication tests
(the module received no answer to the ping command sent), after which the trouble will be
reported. If value 0 is programmed, the communication test is disabled.

Messaging

E-MAIL
The e-mail messaging settings stored in the ETHM-1 Plus module memory.

Before you make any changes, click the “Read” button. After you have made the
changes — click “Write”. The settings stored in the keypad are not read / written after

. I : :
you click E / E‘ in the main menu.

LAN — if the option is enabled, the control panel can notify of occurrence of specified events
by means of e-mail messages.

Email address — e-mail address to which messages are to be sent for notification of events.

Because the message is sent to many recipients, the addressees are hidden. If you
want the addressee to be shown, place @ before the email address (e.qg.
@j.smith@example.com).

ON - with this option enabled, it will be possible to send messages to the given e-mail
address for notification of events.
Events type — define of which events the given e-mail address is to be notified.

Part. — define the partitions, about the events from which the given e-mail address is to be
notified.
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SMTP account — click to open “SMTP account” window.
Read — click to read the data related to e-mail messaging.
Write — click to write the data related to e-mail messaging.

LAM Meszaging l
E-MAIL |
v LAM [+ Events type Partitions
Emaill address |EIN |.-'1'-.Iarm$ |"v"i|:||. |F|est. |.-i'-.rrr| |Bps. |Tr|:||. |5_I,Is. |'| |2 |
1 . zmith(Sexanmple. com R * R
2 |a.zmith{Zexample. com HoOR =
3
4
5
E
7
8
=] SMTP account
@ Read % Wirite

Fig. 16. DLOADX program: configuring the e-mail messaging.

SMTP account

SMTP account x

b ail zerver [SMTR): |smtp.mail.u:u::m IJzer name: |pane|
Server pork; 8224 3 = e ﬂ
Encryption
" none " STARTTLS f& SSL/TLS
Subject: ||:|:|ntr|:|| panel

: « Test
Sender address: |panel@mall_cnm

of 0K

Fig. 17. DLOADX program: “SMTP account” window. The presented settings are just an
example.

It is required to have an e-mail account so as to enter its parameters in the DLOADX
program for the purpose of e-mail messaging.

Mail server (SMTP) — address of outgoing mail server.

Server port — number of outgoing mail port.

User name — name of the e-mail account used for authorization by the SMTP server (login to
e-mail account).

Password — the password used for authorization by the SMTP server.
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Encryption — you can define if and how the outgoing mail is encrypted:
none — outgoing mail is not encrypted.
STARTTLS - outgoing mail will be encrypted using the STARTTLS protocol.
SSL/TLS - outgoing mail will be encrypted using the SSL/TLS protocol.

Subject — subject of the e-mail message. It will be inserted in each e-mail message to be
sent.

Sender address — e-mail address which will be inserted in the outgoing e-mail message as
the sender address. If this field is blank, the name of e-mail account will be treated as the
sender address.

7 Programming and operating the alarm system via Ethernet

An alarm system in which the ETHM-1 Plus module is installed can be programmed and
operated remotely via Ethernet. Details vary depending on the alarm system.

7.1 INTEGRA Plus / INTEGRA system

The Ethernet communication can be used to:

e program the alarm system in the DLOADX program,

e administer the alarm system in the GUARDX program,

e operate and program the alarm system in the INTEGRA CONTROL mobile app,

e oOperate and program the alarm system in a web browser that supports JAVA applications.
For information on how to program the alarm system via Ethernet using the DLOADX
program, please refer to the control panel programming manual.

If the INT-GSM / INT-GSM LTE module is connected to the ETHM-1 Plus module, the
cellular data network is used as a backup communication path.

After three consecutive attempts to establish communication with the module using
an incorrect key, the module will stop responding for approx. 20 minutes to any
attempts to establish communication from the given IP address.

The GUARDX program, the web browser, the INTEGRA CONTROL application and
the INTEGRUM system cannot simultaneously connect to the INTEGRA / INTEGRA
Plus control panel (e.g. when communication with the INTEGRUM server is ongoing,
you will not be able to connect to the control panel in the GUARDX program, a web
browser or the INTEGRA CONTROL application).

7.1.1 GUARDX program

Connection between the GUARDX program and the control panel via the ETHM-1 Plus
module can be established using one of the following ways:

1. Connection initialized from the GUARDX program. If communication takes place in a wide
area network, the Ethernet module must have a public IP address.

2. Initiating the connection from the keypad (through the control panel). The alarm system
can be managed remotely only with the knowledge of the control panel user, from the
address programmed in the control panel. If communication takes place in a wide area
network, the computer with GUARDX program module must have a public IP address.

3. Initiating connection by SMS message. The computer with GUARDX program must have
a public IP address. The INT-GSM / INT-GSM LTE module must be connected to the
ETHM-1 Plus module.
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4. Establishing connection via the SATEL server (Connection Setup Service). The control
panel can be operated from any location. No public IP address is required for the control
panel or the computer with GUARDX program.

Required settings of the module for all methods of establishing connection:
e enabled GUARDX option,
e programmed data encryption key (GUARDX key).

Programming the GUARDX program settings

Connection: Security system:
TCR/AP: GUARD<->ETHR ) | | Mew Security System w
ﬁq“ Configuration & Start x Cloze

Fig. 18. GUARDX program: startup window.

1. Select the communication method in the GUARDX program startup window, “Connection”
field: “TCP/IP: GUARDX->ETHM”, “TCP/IP: GUARDX<-ETHM/INT-GSM” or “TCP/IP:
SATEL server” (Fig. 18).

2. Click the “Configuration” button. The “System name” window will be displayed.

3. Enter the system name and click the “OK” button. The “Connection” window will be
displayed.

“Communication Identifiers” tab

Panel’s identifier — identifier of the alarm control panel. It must consist of 10 characters
(digits or letters from A to F).

PC identifier — identifier of the computer with GUARDX program. It must consist of 10
characters (digits or letters from A to F).

| You must enter the same identifiers in the GUARDX program and in the control panel.

Gy Connection: "SATEL"

Communication [dentifiers - TCPAP  Satel server

INTEGRA
Panels idertifier |oomuuwoo | -
FC identifier |-unumu-- | &

W 0K

Fig. 19. GUARDX program: “Communication Identifiers” tab in “Connection” window.

“TCP/IP” tab
The settings below apply to direct communication with the module.

Server (ETHM-1 address) — address of the Ethernet module. If the Ethernet module is not in
the same local network as the computer with GUARDX program, it must be a public
address. You can enter either the IP address or the domain name.
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Server port — the number of TCP port used during communication between the control panel
and computer with GUARDX program.

Server key — a string of up to 12 alphanumeric characters (digits, letters and special
characters) used for data encryption during communication between the control panel and
the computer with GUARDX.

Gy Connection: "SATEL"

Communication |dentifiers  TCPAAP S atel server

Server [ETHM-1 address]: |192.1EE.1.1?? |

Server pork:

Server key: |-munmumu| &

W OK

Fig. 20. GUARDX program: “TCP/IP” tab in “Connection” window.

“Satel sever” tab

The settings below apply to communication via the SATEL server.

Select the “ETHM-1 MAC” variant.

ETHM-1 MAC — hardware address of Ethernet module.

ETHM-1 ID — individual ID number assigned to the module by the SATEL server.

Server key — a string of up to 12 alphanumeric characters (digits, letters and special
characters) used for data encryption during communication between the control panel and

the computer with GUARDX.

Ty Connection: "SATEL"

Communication [dentifiers  TCPAP  Satel server

ETHM.‘I M'{'.'E et |Illllllllllllllllll | G

ETHM-1 1D |Illllllllllllllllllllllll |

Server key: | seseesesseNl ik
W 0K

Fig. 21. GUARDX program: “Satel server” tab in “Connection” window.

Initiating connection from GUARDX program

Required settings of the module:

e programmed number of TCP port used for communication.

Required settings of the GUARDX program for direct communication with the module:

e programmed: ETHM-1 Plus module address (Server (ETHM-1 address)), number of TCP
port used for communication and data encryption key (GUARDX key).
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1. In the startup window (Fig. 18), “Connection” field, select “TCP/IP: GUARDX->ETHM”,
and then click the “Start” button.

2. In the window that will be displayed after establishing communication, enter the code of
administrator / user of the control panel.

Initiating connection from keypad (through control panel)
Required settings of the module:

e programmed: address of computer with GUARDX program (GUARDX server) and umber
of TCP port used for communication.

Required settings of the GUARDX program for direct communication with the module:

e programmed: number of TCP port used for communication and data encryption key
(GUARDX key).

1. In the startup window (Fig. 18), “Connection” field, select “TCP/IP: GUARDX<-ETHM/INT-
GSM”, and then click the “Start” button.

2. Ask the user to start the ETHM-1 >GUARDX function ([code]® P»DOWNLOADING
»ETHM-1 >GUARDX). The function is available to the service, administrator and user
having the Downloading starting right.

3. In the window that will be displayed after establishing communication, enter the code of
administrator / user of the control panel.

Initiating connection by SMS message
Required settings of the module:

e programmed: address of computer with GUARDX program (GUARDX server) and
number of TCP port used for communication,

e programmed control command which, if sent in the SMS message, will initiate connection
with the GUARDX program (SMS initiating GUARDX connection).

Required settings of the GUARDX program for direct communication with the module:

e programmed: number of TCP port used for communication and data encryption key
(GUARDX key).

1. In the startup window (Fig. 18), “Connection” field, select “TCP/IP: GUARDX<-ETHM/INT-
GSM”, and then click the “Start” button.

2. Send to the INT-GSM / INT-GSM LTE module the following SMS message:

xxxx= (“xxxx” — the control command to initiate establishment of communication with
GUARDX program) — the module is to connect to the computer address programmed in
the module,

xxxx=aaaa:p= (“xxxx” — the control command to initiate establishment of communication
with GUARDX program; “aaaa” — address of the computer with GUARDX program (IP
address or domain name); “p” — TCP port) — the module is to connect to the computer
whose address has been given in the SMS message and use for communication the
TCP port given in the SMS message.

3. In the window that will be displayed after establishing communication, enter the code of
administrator / user of the control panel.

Establishing connection via the SATEL server

Required settings of the module:

e enabled Connection via Satel server option.

Required settings of the GUARDX program for communication via the SATEL server:

e programmed: ID number assigned to the module by the SATEL server (ETHM-1 ID), MAC
address of the module (ETHM-1 MAC) and data encryption key (Server key).
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1. In the startup window (Fig. 18), “Connection” field, select “TCP/IP: SATEL server”’, and
then click the “Start” button.

2. In the window that will be displayed after establishing communication, enter the code of
administrator / user of the control panel.

7.1.2 Web browser

Required settings of the module:

e enabled WWW option,

e programmed data encryption key (GUARDX key),

e programmed the number of TCP port which will be used for communication with the web
browser (WWW port),

e programmed the number of TCP port which will be used for communication with the JAVA
application in the web browser (Port).

The Java Virtual Machine must be installed on your computer. You can download it from
Wwww.java.com

| It is recommended that the 32-bit version of Java Virtual Machine be installed.

1. Start the web browser.

2. In the address field, enter the IP address of ETHM-1 Plus module, and then press
ENTER.

If a port other than 80 is to be used for communication between the module and the

web browser, the address entered must be followed by a colon and the port number.

3. When the login page displays (Fig. 22), enter in the corresponding fields:
— data encryption key (GUARDX key),

— TCP port number (identical to that programmed in the module for communication with
the JAVA application in the web browser — except where communication occurs
through a network device on which redirection to another port takes place),

satel® ETHM-
Q,

i

Fig. 22. Web browser: login page.
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4. Click “LOGIN”.
5. The virtual keypad will be displayed in the browser (Fig. 23).

-—a .- I *

7! (& 2= i5] i 4.
2 Jun, 12:00:16

Satel” inteqgra

1 2ac | 3oer | D A

4 Gui 5 JKL 6 MnG 0D o 4 ok >

T rors B Tuw Duvz # o v

Fig. 23. Web browser: virtual keypad.

7.1.3 INTEGRA CONTROL application

The INTEGRA / INTEGRA Plus alarm system can be operated and configured from a mobile
device, if the INTEGRA CONTROL application is installed. If the IP cameras are installed in
the protected premises, in the application you can watch video from these cameras.

The application can be downloaded from the internet store “Google play” (Android system
devices) or “App Store” (i0S system devices). On the www.satel.eu website, you will find
links to the locations from which the applications can be downloaded.

The INTEGRA CONTROL app can connect directly to the ETHM-1 Plus module (the module
must have a public IP address) or establish connection via the SATEL server (Connection
Setup Service — the module requires no public IP address).

Required module settings for both ways of establishing connection:

e enabled INTEGRA CONTROL option,

e programmed data encryption key (GUARDX key),

e enabled Connection via Satel server option, if connection is to be established via the
SATEL server,

e programmed the number of TCP port which will be used for communication, if connection
is to be established directly with the module.

To configure settings for communication via SATEL server in the INTEGRA CONTROL app,
you can use the QR code (see p. 12). If the communication settings are configured in one
mobile device, you can easily copy them to another mobile device. You just need to display
the QR code on the device in which the settings for communication with the given module are
already configured and read it on another device.

Programming the settings in INTEGRA CONTROL application (Android)

When you launch the application for the first time, the screen for adding a control panel will
be displayed. It allows you to configure the settings required for establishing connection to
the control panel.
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Configure the communication settings. You can enter the settings manually (see “Adding
communication settings manually”) or import them by using a QR code (see “Importing
communication settings by using a QR code”).

Enter the name for alarm system. The name helps to identify the system when the
application is in use (you can define settings for multiple alarm systems).

If you want to watch video from IP cameras in the application, enter the addresses of
cameras. If you do not want to use the application to watch video from IP cameras, skip
this step. You can add new IP cameras or change the settings for cameras already added
at any time while using the application.

Define the language of the alarm control panel.

Define how the macro commands should be handled. Default settings provide for
importing macro commands from the module (they will be downloaded during the first
connection). If the macro commands are not to be imported or are to be imported from
file, touch the screen in the “Macros” area and change the settings. If you select import
from file, you will have to indicate location of the file containing macro commands.

Tap to save settings.

< Integra

Name

Communication method

Direct connection

Address
Port

7091

GUARDX Key

Cameras

Language

English

Macros
Import from communication module

Fig. 24. INTEGRA CONTROL application (Android system): the screen for adding a control

panel.

Adding communication settings manually

The alarm system user can use the LCD keypad to find the data required to configure

communication settings (IP/MAC/IMEI/ID user function available in the TESTS
submenu — see the control panel user manual).

Direct communication with the module

1.
2.
3.

Select the “Direct connection” communication method.
Enter the module’s network address.
Enter the number of TCP port.
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4.

Enter the data encryption key — the same as in the module (GUARDX key).

Communication via the SATEL server

1.
2.
3.
4.

Select the “Connection via SATEL server using MAC address” communication method.
Enter the module’s MAC address.

Enter the module’s ID number (identifier assigned to the module by the SATEL server).
Enter the data encryption key — the same as in the module (GUARDX key).

Importing communication settings by using a QR code

Scanning the OR code with a camera

a s wbhE

Tap .

Tap “Scan QR code”.

Allow the application to access the camera.

Scan the QR code.

Enter the password for the QR code and tap “OK”.

Importing the OR code from a file

aprwbdpE

Tap .

Tap “Select an image”.

Allow the application to access files on the mobile device.
Select the image with QR code.

Enter the password for the QR code and tap “OK”.

Programming the settings in INTEGRA CONTROL application (i0S)
When you launch the application for the first time, the “Objects” screen will be displayed.

1.
2.

Tap “New”. The screen for adding a control panel will be displayed.

Configure the communication settings. You can enter the settings manually (see “Adding
communication settings manually”) or import them by using a QR code (see “Importing
communication settings by using a QR code”).

Enter the name for alarm system. The name helps to identify the system when the
application is in use (you can define settings for multiple alarm systems).

Define the language of the alarm control panel.

Define how the macro commands should be handled. Default settings provide for
importing macro commands from the module (they will be downloaded during the first
connection). If the macro commands are not to be imported or are to be imported from
file, touch the screen in the “Import macros” area and change the settings.

If you want to watch video from IP cameras in the application, enter the addresses of
cameras. If you do not want to use the application to watch video from IP cameras, skip
this step. You can add new IP cameras or change the settings for cameras already added
at any time while using the application.

Tap “Save” to save the settings.



42 ETHM-1 Plus SATEL
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Fig. 25. INTEGRA CONTROL application (iOS system): the screen for adding a control
panel.

Adding communication settings manually

The alarm system user can use the LCD keypad to find the data required to configure
communication settings (IP/MAC/IMEI/ID user function available in the TESTS
submenu — see the control panel user manual).

Direct communication with the module

1. Enter the module’s network address.

2. Enter the number of TCP port.

3. Enter the data encryption key — the same as in the module (GUARDX key).

Communication via the SATEL server

1. Enable the “Server Satel” option.

2. Enter the module’s MAC address.

3. Enter the module’s ID number (identifier assigned to the module by the SATEL server).
4. Enter the data encryption key — the same as in the module (GUARDX key).

Importing communication settings by using a QR code

Allow the application to access the camera.
Scan the QR code.
Enter the password for the QR code and tap “OK”.

W
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Establishing the communication

Tap the name of the alarm system. After communication with the control panel is established,
the application will ask you to enter the user code. After you enter the code, the “Macros”
screen will be displayed (in the iOS system you can define, which screen will be displayed as
the first one after the next communication is established).

03 Jan, 10:41:43

Ly @) =

Macros Keypad System Control More

Fig. 26. INTEGRA CONTROL application (Android system): virtual keypad.

7.2 PERFECTA 64 M system

The Ethernet communication can be used to:
e program the alarm system in the PERFECTA Soft program,
e operate the alarm system in the PERFECTA CONTROL mobile app.

For information on how to program the alarm system remotely using the PERFECTA Soft
program, please refer to the control panel programming manual.

For information on the PERFECTA CONTROL app, please refer to the control panel user
manual.

Ethernet is the primary communication path. The cellular data network is used as
a backup communication path.

7.3 VERSA system

The Ethernet communication can be used to:
e program the alarm system in the DLOADX program,
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e operate the alarm system in the VERSA CONTROL mobile app.

For information on how to program the alarm system via Ethernet using the DLOADX
program, please refer to the control panel programming manual.

For information on the VERSA CONTROL app, please refer to the control panel user manual.

8 Specifications

SUPPIY VOIBGE ... 12 VDC £15%
Standby Current CONSUMPLION .....cooeeiieeeeeee e 70 mA
Maximum CUITENt CONSUMIPTION ......uuuuurreriiitiitiieiieieeeeeeeeebebeeeeeeee bbb sesnenenneene 80 mA
Environmental class according to ENSOL30-5 .......oiiiiiiiiiiiiiiiiee e Il
Operating teMPEratUre FANGE .......ccoeeeee oo -10...+55°C
MEXIMUM NUMIOIEY ..t 93+3%
D 41T 0 51 o] 0 £ 68 x 140 mm
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