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1 General

The ACCO NET access control system is designed for protection of buildings against access
by unauthorized persons. The ACCO NET system is made up of software and SATEL's
devices (access control panels, access control modules, expansion modules, keypads,
proximity card readers, etc.).

This manual covers installation of the software which enables configuration and then
management of the system (in version 1.9). It also describes the ACCO NET update
procedure as well as the method of transferring the databases to the updated system.
The system may include many objects with any number of access control panels.
Communication with the control panels takes place via the Ethernet network.

2 Software components

For the ACCO NET (version 1.9) system to operate, the Debian operating system is required.
Installation of the Debian 12 (“bookworm”) system for the 64-bit PC (amd64) architecture is
described further in this manual, but if it has already been installed, you may skip this section.

The software necessary for proper operation of the system is offered as an installation
package which includes:

1. server environment software. It is not developed by the SATEL company (addresses of
websites on which licenses for each of the programs are available are given in
parentheses):

— Apache (http://www.apache.org/licenses/LICENSE-2.0.html),
— PHP (http://php.net/license/3_01.txt),
— MySQL and JDBC MySQL (http://www.gnu.org/licenses/gpl-2.0.html),

— Java and JAVA SE (http://www.gnu.org/licenses/gpl-2.0.html,
https://adoptopenjdk.net/about.html),

— ModSecurity (http://www.apache.org/licenses/LICENSE-2.0.html),
— Fail2Ban (http://www.gnu.org/licenses/gpl-2.0.html),

— MariaDB (https://mariadb.com/kb/en/mariadb/mariadb-license/),
— WildFly (http://www.gnu.org/licenses/old-licenses/Igpl-2.1.html).

Please remember to legalize the server environment required by the system.

If you have already installed these programs, please verify that their versions meet the
requirements. If so, you may skip installation thereof.
2. ACCO NET access control system firmware:

— ACCO Server — program enabling data exchange between the access control panels,
database, and the ACCO Soft and ACCO Web programs,

— ACCO DB - database to which all system related data are saved, including
configuration and events,

— ACCO-EE - JavaEE component providing map data,
— ACCO Web — application for remote management and operation of the system,

— ACCO-NT Conf - installation file for the network settings configuration program
(for more information on the program and how it should be used, refer to the ACCO-NT
control panel installation manual),

— ACCO Soft — installation file for the system configuration program,
— Map Editor — installation file for the object map creating program.
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The system owner / administrator is obliged to carry out the diagnosis of errors,

ongoing supervision and backup of the program and database with the frequency
consistent with generally accepted practices (daily, weekly and monthly backups).
This will ensure proper and reliable operation of the program, in particular the
possibility of full and immediate recovery of all data from backups without incurring
excessive costs. Considering this obligation of the system owner / administrator,
SATEL is not responsible for the loss of data or costs resulting from the recovery of
distorted or lost data by the owner / administrator of the system.

3 System architecture

OPERATING SYSTEM
MySQL
ACCO DB ACCO Web
A
RMI web port
default: 2501
- v
MAIN SERVER ACCO-EE §§ ACCO
[IP: 192.168.11.55] < = } Server
LAN address =
[IP: 111.111.111.111]
WAN address (public) ACCO-NT
web (https) | RMIport DB port ACCO-NT
port default: default: port

default: 443 | 2500 3306 default: 8999 -

Enter: Enter:
M1.111.111.11, 192.168.11.55,
to connect to to connect to
ACCO Soft and MAP EDITOR, ACCO Soft and MAP EDITOR,
https://111.111.111.111, https://192.168.11.55,
to connect to ACCO Web to connect to ACCO Web

Fig. 1. An example of the ACCO NET system, in which the ACCO Server and database have
been installed on one computer (the settings are shown just for illustration).

The ACCO NET system can be installed on one device. Alternatively, it can be shared by
multiple devices, in which case distributed architecture will be used. The applications:
ACCO Soft for system configuration, and Map Editor for creating site plans, can be installed




4 ACCO NET SATEL

on several devices. All you need to use the ACCO Web application for remote management
of the system is the web browser running on your computer, smartphone or tablet.
An example of the ACCO NET system is shown in Fig. 1.

4 Network requirements

¢ Internet protocol version 4 (TCP/IPv4).
e |IP address for each connected ACCO-NT control panel.

e If the ACCO Web application is to be accessible from another subnet, the web port (https;
default: 443), on which communication between ACCO Server and ACCO Web application
is to take place, should be redirected.

e If the ACCO Soft program is to be accessible from another subnet, the following ports
should be redirected:

— RMI port (default: 2500), on which communication between ACCO Server and
ACCO Soft program is to take place,

— DB port (default: 3306), on which communication between ACCO Server and database
is to take place.

e SATEL recommends to purchase and install an SSL certificate for encryption support and
proper validation of the domain on which the ACCO Web application will be running.

If the ACCO NET system is connected to a public network, SATEL recommends
to apply additional security measures, including e.g. a firewall, intrusion
detection and prevention systems (IDS / IPS), in addition to the standard
encryption techniques (SSL).

5 Suggested hardware requirements

Hardware requirements for the device on which the ACCO NET access control system will be
installed depends on the system size:

exemplary system 1 (1 ACCO-NT control panel, 30 access control modules, 30 users)
— RAID (redundant array of inexpensive disks) level 1 (requires at least two hard drives),
— 4 GB of RAM memory,
— processor: Intel Core i3 or AMD A4,
— network card, Fast Ethernet standard,
— Debian 12 (“bookworm”) operating system for the 64-bit PC (amd64) architecture;
exemplary system 2 (3 ACCO-NT control panels, 100 access control modules, 300 users)
— RAID (redundant array of inexpensive disks) level 5 (requires at least three hard drives),
— 8 GB of RAM memory,
— processor: Intel Xeon or AMD Opteron,
— network card, Fast Ethernet standard,
— Debian 12 (“bookworm”) operating system for the 64-bit PC (amd64) architecture.
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Components of the device on which the access control system will be installed must
meet the requirements of the Debian 12 (“bookworm”) operating system for the 64-bit
PC architecture (amd64).

One of the installed disks must have at least 10 GB of free space for installation of the
ACCO NET system. The size of the remaining disks to be installed must be selected
taking into account the following:

— number of events generated in the system (2 to 5 million events will occupy 1 GB),

— number of users simultaneously running the ACCO Soft or Map Editor programs or
the ACCO Web application,

— size of graphic files assigned to the maps,
— size of user photographs,

— length of defined names of objects, control panels, controllers, expanders,
partitions and users.

6 Installation of the ACCO NET system software

6.1 Installing the Debian operating system

A It is recommended that the Debian operating system be installed on a computer
/ virtual machine, where no other operating system is installed.

The computer(s) / virtual machine(s) on which the ACCO NET system and
database are to be installed must have access to the Internet.

The Debian 12 (“bookworm”) system for 64-bit PC (amd64) architecture is required. Below,
we present an example installation of the Debian operating system version 10.8.

1. On the https://www.debian.org/releases/bookworm/debian-installer/ website, select the
appropriate image “amd64” from among the CD “netinst” images and save it to the hard
disk. Having downloaded the ISO image, burn it to a CD or another carrier,
e.g. a pendrive.

2. Insert the burned CD into the computer optical disk drive or the pendrive into the
computer USB port. The splash screen of Debian system installer will be displayed.
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3. Select the “Install” command and press ENTER.

Debian GHU-Linux installer menu (BIOS mode)

Graphical install

Advanced options

Accessible dark contrast installer menu
Help
Install with speech synthesis

4. Select the language to be used for the installation process and press ENTER.

Language:

<Go Back:

[11] Belect a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed system.

C

Albanian

Arabic

Asturian

Basoue

Belarusian

Bosnian

Bulgarian

Catalan

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

Dutch

Esperanto
Estonian
Finnish
French
Galician
GErman
Greek

Mo localization
shoip

[l
Asturianu
Euskara
EBenapyckasd
Bosanski
Brarapckn
Catala
AT (R )
I (ER)
Hrvatski
Cestina
Dansk
Nederlands

Esperanto
Eesti
Suomi
Francals
Galego
Deutsch
EhANY LK

selects; <Enter> actiwvates buttons
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5. Select the location and press ENTER.

[11] Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Normally this should be the country where you live.

This is a shortlist of locations hased on the language you selected. Choose '"other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong kong
India

Ireland

Israel

Mew Zealand
Migeria
Philippines
Seuchelles
Singapore
South Africa
United Kingdom
United States
Zambia
Zimbabuwe

other

<Go Back:

s buttons

6. Select the keyboard layout language and press ENTER.

[11] Configure the kedhoard
Keymap to use:

American English
Albanian

Arahic

Asturian

Bangladesh

Belarusian

Bengali

Belgian

Bosnian

Brazilian

British Enzlish
Bulgarian (BDS layout)
Bulgarian (phonetic layout)
Burmese

Canadian French
Canadian Multilingual
Catalan

Chinese

Croatian

Czech

Danish

Dutch

Dvorak

Dzongkha

Esperanto

Estonian

{G0 Back>

s buttons




8 ACCO NET SATEL

7. Windows indicating the installation progress will be displayed successively.
8. Enter the host name to configure the network and press ENTER.

['] Configure the network |

Flease enter the hostname for this system.

The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.

Hostname :

<Go Back: <Continues

9. Enter the domain name and press ENTER.

[11 Configure the network |

The domain name 1s the part of your Internet address to the right of your host name. It
iz often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
Yyour computers.

Domain name:

<Go Back: <Cont inue>
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10. Define the password for the administrator (login: root) and press ENTER.

[V1] Set up users and passwords

v¥ou need to set a password for 'root', the system administrative account. @ malicious or
ungualified user with root access can hawve disastrous results, so you should take care to
choose a root password that iz not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

f good password will contain a mixture of letters, numbers and punctuation and should he
changed at regular intervals.

The root user should not have an empty password. If you leave this empty, the root
account will be disabled and the system's initial user account will be given the power to
become root using the “sudo' command.

Mote that you will not be able to see the password as you type it.

Root password:

[ ] Show word in Clear

<Go Back:> <Cont inues

11.Repeat the password and press ENTER.

[11] Set up users and passwords
Please enter the same root password again to werify that you have typed it correctly.

Re-enter password to verify:

[ 1 Show iord in Clean

<Go Back: <Cont inues

buttons
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12.Give a name to the user (your additional account) and press ENTER. The “rjones” user
name shown on the screenshot is just an example.

1 [!'1] Set up users and passwords |

fi user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<Go Back: <Continue>

= buttons

13. Enter the name for the new account (e.g. “rjones”) and press ENTER.

[11] Set up users and passwords |
Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for your account:

<Go Back: <Cont inues

s buttons
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14.Enter the new user password and press ENTER.

[11] Bet up users and passwords |

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

[ 1 sShow Fassword in Clear

<Go Back: <Continue>

Cctivates huttons

15.Re-enter the password and press ENTER.

[I'1] 2et up users and passwords |
Please enter the same user password again to verify you have typed it correctly.

Re-enter password to verify:

[ 1 Show Fassword in Clear

<Go Back: <Continues

=3 <Enter» activates buttons




12 ACCO NET SATEL

16. At the disk partitioning stage, select the “Guided — use entire disk” and press ENTER.

[11] Partition disks |

The installer can guide you through partitioning a disk (using different standard
schemes) or, if you prefer, you can do it manually. With guided partitioning you will
still have a chance later to review and customise the results.

If you choose guided partitioning for an entire disk, you will next he asked which disk
should be used.

Partitioning method:

Guided - use entire disk

Guided - use entire disk and set up LWM

Guided - use entire disk and set up encrypied LY¥H
Manual

<G0 Back:

Ut tons

17.When a command prompt to specify the disk to be partitioned is displayed, press ENTER.

[1] Partition disks |

MNote that all data on the disk you select will be erased, but not before you have
confirmed that you really want to make the changes.

Select disk to partition:
{zda) - 8.6 GBE ATA YBOX HARDDISK

<Go Back:

activates buttons
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18. Select the “All files in one partition (recommended for new users)” partitioning method and

press ENTER.

{Go Back:

Partitioning scheme:

fll files in one
Separate shome partition
Separate shome, svar, and stmp partitions

[11 Partition disks |

selected for partitioning:
SCSI3 (0,0,0) (=da) - ATA YBOX HARDDISK: 8.6 GB

The disk can be partitioned using one of seweral different schemes.
choose the first one.

partition (recommended for new us

If you are unsure,

19. Select the “Finish partitioning and write changes to disk”

s buttons

option and press ENTER.

<Go Back:

[11] Partition disks |

Guided partitioning

Configure software RAID

Configure the Logical Yolume Manager
Configure encrypted wolumes
Configure iSCSI wolumes

SCSI3 (0,0,0) (=da) - 8.6 GE ATA YEBOX HARDDISK
#1  primary 8.2 GB f extd !
#5 logical 401.6 MB f swap sliap

Indo changes to partitions
Finizh partitioning and write cha s to disk

This iz an overwview of your currently configured partitions and mount points. Select &
partition to modify its settings (file system, mount point, etc.), & free space to create
partitions, or a device to initialize its partition table.

> for help; <

= buttons
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20.When a prompt appears asking whether you wish to save the changes, select “Yes” and
press ENTER.

[11] Partition disks |

If you continue, the changes listed helow will be written to the disks. Otherwise, you
will be able to make further changes manually.

The partition tables of the following devices are changed:
SC5I3 (0,0,0) (=sda)

The following partitions are going to he formatted:
partition #1 of SCSI3 (0,0,0) (sda) as extd
partition #5 of SCSI3 (0,0,0) (sda) as swap

Write the changes to disks?

s buttons

21.You will be asked if you want to scan another CD/DVD. Select one of the available
options and click ENTER.

[!] Configure the package manager |
Your installation CD or DVD has been scanned; its label is:
Debian GWUsLinux 10.7.0 _Buster_ - Official amded NETINST 20201205-11:16

You now have the option to scan additional CDs or DYDs for use by the package manager

(apt). Mormally these should be from the same set as the installation CD/0WD. If you do
not hawe any additional COs or DVDs awailahle, this step can just be skipped.

If you wish to scan another CD or DYD, please insert it now.

Scan another CD or DWD?

GO Back:

s huttons
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22.Select the country for the http proxy server and press ENTER.

[!] Configure the package manager |

The goal is to find & mirror of the Debian archive that is close to you on the network -—-
be aware that nearby countries, or even your own, may not be the hest choice.

Debian archive mirror country:

Netherlands
MNew Caledonia
New Zealand
Noruway
Philippines
Poland
Fortugal
Romania
Russian Federation
Reunion
Serhia
Singapore
Slovakia
Slovenia
South Africa
Spain

Sweden
Switzerland
Taiwan
Thailand
Turkey
Lkraine
United Kingdom

<Go Back>

<Tabh> moves; <Space: selects; <Enter> activates hbuttons

23. Select the archive name for http proxy server and press ENTER.

[!1 Configure the package manager |

Please select a Debian archive mirror. You should use a mirror in your country or region
if you do not know which mirror has the best Internet connection to you.

Usually, deb.debian.org is a 2ood choice.
Debian archive mirror:

fip.uk.debian.org
free.hands.com
ukdebian.mirror.anlx.net
mirror.bytemark.co.uk
mirror.positive-internet . com
ftp.is.debian.org
deb.dehian.org
debian-archive.trafficmanager.net
mirror.sucs. swan.ac. uk
mirror. lchost.net
debian.mirror.uk.sargasso.net
mirror.mythic-heasts.com
mirror.vorboss.net
mirror.sowv.uk.goscomb. net
mirror.ox.ac. uk
ftp.ticklers.org
mirrorservice.org
mirrors.ma247?.com
debian.mirrors.uk?.net
mirrors.coreix.net

<Go Back:

<Tah> moves;
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24.Do not enter any http proxy related data, but select “Next” and press ENTER.

[T Configure the package manager |

If you need to use a HTTP proxy to access the outside world, enter the proxy information
here. Otherwise, leave this blank.

The proxy information should be given in the standard form of
"http:ss [[user] [:pass]@lhost [:port] 2.

HTTP proxy information (hlank for nonej:

<Go Back: <Cont inue:

es buttons

25. Next windows indicating the installation progress will be displayed.

26.When the “Configuration of popularity-contest package” window is displayed, select one
of the available options and press ENTER.

[1] Configuring popularity-contest |
The system may anonymously supply the distribution developers with statistics about the
most used packages on this system. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once ewvery week,
sending statistics to the distribution developers. The collected statistics can be wiewed
on http:sspopcon.debian.orgs.

This choice can hbe later modified by running "'dpkg-reconfigure popularity-contest".

Participate in the package usage survey?

<Go Back: <Yesr m
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27.Press repeatedly the space key to select software you want to install: “SSH server”

and “Standard system utilities” (leave the other fields unselected). Then, press ENTER.

sof tware.

Choose soffware to install:

[1] Software selection |

At the moment, only the core of the system is installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of

op environment

tem utilities

<Cont inues

28.Windows indicating the progress of installation will be displayed successively.

ctivates buttons

Running tasksel...

| Select and install software |

activates huttons
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29.When a prompt appears asking whether you wish to install the GRUB boot loader,
select “Yes” and press ENTER.

[1]1 Install the GRUB boot loader on a hard disk |

It seems that this new installation is the only operating suystem on this computer. If =o,
it should be safe to install the GRUB boot loader to the master boot record of your first
hard drive.

Harning: If the installer failed to detect another operating system that is present on
your computer, modifying the master boot record will make that operating system
temporarily unbootable, though GRUE can be manually configured later to boot it.
Install the GRUB boot loader to the master boot record?

<Go Back:

30. Highlight the name of the master boot record of the first hard disk on which the GRUB
boot loader will be installed and press ENTER.

[!] Install the GRUB hoot loader on & hard disk |

You need to make the newly installed system bootable, by installing the GRUE boot loader
on a bootable device. The usual way to do thiz iz to install GRUB on the master hoot
record of your first hard drive. If you prefer, you can install GRUB elsewhere on the
drive, or to another drive, or even to & floppy.

Device for boot loader installation:

<Go Back>
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31.When information on installation completion is displayed, press ENTER. Restart of the
system will follow.

1 [!'!] Finish the installation |

Installation complete
Installation is complete, so it is time to boot into your new system. Make sure to remowve
the installation media, =o that you hoot into the new system rather than restarting the
installation.

<G0 Back: <Continues

<Tah> moves =elects; < r> activates buttons

6.2 Installing the server environment and ACCO NET system

Each time before starting the system installation procedure, make sure that this
manual applies to the system version you want to install.

The server environment and the ACCO NET system can be installed using:
— a console running from the command line on a computer / virtual machine where the
ACCO NET system is to be installed,
— SSH using, for example, the PUTTY program, if you connect remotely to a computer /
virtual machine where the ACCO NET system is to be installed.

If you connect remotely via SSH using the PUTTY program to the computer / virtual
machine where the ACCO NET system is to be installed, perform the following steps
before starting the installation procedure:

1. Change the PuTTY program settings. In the main window, select “Terminal”,
and then “Features”. Check the “Disable application keypad mode” option. Select
“Session” and click on the “Save” button to confirm the changes.

2. Set the screen resolution (minimum of 1280x800).
If the remote database is to be used, before you start the installation procedure,

go to the “Installing the ACCO NET system with remote database” section and follow
the steps described there.
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Below we present installation of the ACCO NET system in the PUTTY program.
1. Enter the user login and press ENTER.

SMP Debian

3. Switch to administrator account by using the command:
su -l

$#1 SMP De
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5.

Open the file with configuration settings for the systemd-timesyncd service, using the
command:

nano /etc/systemd/timesyncd.conf
Delete the # comment tag at the front of the #NTP= line.

Enter the time server IP address or domain name. In the UK, enter e.g.:
NTP=uk.pool.ntp.org

Where the ACCO NET system is integrated with the INTEGRA / INTEGRA Plus alarm
system, the time server IP address must be entered in the time synchronization
settings of the alarm control panel.

Save and close the file.

Start the procedure of automatic synchronization of the Debian operating system with the
NTP time server by using the command:

timedatectl set-ntp true

10.To download the installation package of ACCO NET system, use the command:

wget https://updates.satel.pl/acco_net_latest/installer/acco-installer-online.sh

T T T

SOLUTELY NO WARRANTY, to th
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11.Give permissions to run the installation package by using the command:
chmod 755 acco-installer-online.sh

9.0-14-amdé4 #1 SMP Debian

included with the Debian GK
distribution terms for e

LUTELY HO REANTY, to the extent

Last login: Mon Mar
rjones@acco-server:~$
- r - - - ! - 2
co_met latest/installer/facco-installer-online.sh
net latest/installer/acco-installer-online.sh
ving updates.satel.pl (updates.satel.pl)... 104.26.1.1 172.67.72.46, 104.26.0.148
nnecting to updates.satel.pl (updates.satel.pl)|104. 0.1 s 80 connected.
P request sent, awaiting response... 200 OK
(461K) [application/x-sh]

installer-online.sh’

12.Run the installation package by using the command:
Jacco-installer-online.sh -i

Before starting the installation package, enter the acco-installer-online.sh -h to open
help for the installation script: (see section “Starting help for the installation script”).

(updates.satel.pl)

regquest sent, awaliting response... 200 CK
470918 (460K) [application/x-sh]

‘acco—-installer-online.sh”
cco-installer-onli

141

£
-~
£
~%

installation wizard...
please be patient...
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13. When you are asked if you want to install the “curl’ package, entery.

root@acco-server:~¥ wWoet https: //updates.satel.plfacco _net latest/installer/acco
-installer-online. sh
0 02-18 12:58:41--

—installer-online.sh

awaiting response... 200 OK
(460K) [application/x-sh]

coco-installer-online. sh'
BE Z.5eMB/S=

‘tacco-installer-online.sh' saved

you want to install it? YES

Preparing to unpack .../ /libcurl4d 7.64.0-4+debl0nZ
Unpacking libcurl4d4:amded (7.64.0-4+debl0u2)
Selecting previously unselected package curl.
Preparing to unpack .../ /curl 7.64.0-4+debliuZ
Unpacking curl (7.64.0-4+debl0u)
up libcurld4:amded (7.64.0-4+debl0u?)
up curl (7.649.0-49+debl0u2)

triggers for man-db (2.85.5-2)

triggers for libc-bin (2.28-10)

or new version of installation script in
king for new wversion of installation script in

m
ot of
b

m

) m
[ T B |
Howm owog oo

0™ m™ W
a8 H H M
m o O

00 o0

T
m

g whether the installation script i=s runing with root priviledges.
script has been executed with root user privileges.
king the operating system a
king whether the operating system is supported.

debian, 10

1 current time.
ng to apply a lock to the installation script.
[WARNING] No dialog package installed. Do you want to install it? YES[Yy]

n I
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15.Use the arrow keys to select the installation language. Then select “Yes”.

The “Selecting language” screen and the following windows show colorfully highlighted
letters. Some consoles (e.g. Linux), after simultaneously pressing the highlighted letter
and the ALT key, will allow you to execute the command to which the letter is
assigned.

16. When you are asked if you want to install the “bc” package, select “Yes”.
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17.When you are asked if you want to install the “unzip” package, select “Yes”.

18. Additional information about which keys to use during system installation will be
displayed. Click “OK” to go to the next window.
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19. Information about progress of the installation will be displayed (I#] — in progress; [+l —
finished). At the screen header, in square brackets, the installation progress bar is
displayed by means of asterisks I *-___ 1 Such screens will be displayed several
times during different stages of installation. Not all of them are mentioned.
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21.Read the terms and conditions of the License Agreement for the ACCO NET software.
To scroll through the text, use the PageDown / PageUp keys.

2T
E
d

1]

.flicenseText.txt

22.When you have read the terms and conditions of the license agreement, enter ‘q’.

23.Select “Yes” if you accept the terms of the ACCO NET software license agreement and
want to proceed with the installation.

Do you accept the license agreement?

B R I e
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24.Select “Yes” to update the operating system packages. Updating the packages may take
up to 20 minutes.

25.Decide whether or not to install the system packages required for ACCO NET installation.
If yes, select “Continue”. If no, select “Interrupt”, and then make the system ready for the
ACCO NET installation manually.
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26.Define whether database is to be installed locally or not. If it is to be installed locally,
select “Local database” (see “Installing a local database”). If the database is to be
installed on another device, select “Remote database” (see “Installing a remote
database”).

6.2.1 Installing a local database

1. When the list of ACCO NET system components to be downloaded and installed at this
stage of installation is displayed, click “OK”.
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2. Configure the port settings for communication:
— Port ACCO-NT — between ACCO Server and ACCO-NT control panels;
— Port ACCO Soft — between ACCO Server and ACCO Soft program (RMI port);
— Port ACCO-WEB - between ACCO Server and ACCO Web application;
— Port ACCO-EE - between ACCO Server and WildFly server
and click “Confirm”.

. Select the IP address of the device on which the ACCO Server program is installed,
and then select “Confirm”.
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4. When information about the database configuration will be displayed, click “OK”.

. Select the IP address of the device through which ACCO Server will connect to the
databases, and then select “Confirm”.
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6. Select the IP address of the device through which ACCO Soft will connect to the
databases, and then select “Confirm”.

7. Configure. the SSL certificate settings for connecting to the web server:
— Country code — two-character country code;
— Province;
— City;
— Organization — company name;
— Organization unit — name of the company department;
— Host name — name of the device on which the ACCO Server will be installed;
— Email address;
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and select “Confirm”.

Dorset
Dorchester
Eead End
Trade dept.

— e e e — ==

When information about forwarding TCP ports is displayed, click “OK”.
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9. Decide whether downloading and installing the third party software is necessary for
installation of ACCO-EE or not. If so, select “Yes”. If you select “No”, you will have to
install these programs yourself.

10. Addresses of websites where you can find the terms and conditions of third-party software
licenses are given in the “Software components” section. Read them carefully and if you

agree with them, select “I accept / Continue installation”. If you do not accept these
conditions, select “I don’t accept / Exit installation”. This will be tantamount to aborting the
installation.
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11.Decide if you want to install the JAVA Runtime Environment (JRE) required for the
ACCO NET system installation. Read the terms and conditions of the license available on
the website provided. If you accept them, select “Yes”. If you do not accept them,
select “No”. This will cancel the installation process.

12.Information about the installation progress will be displayed. It may take up to 20 minutes.
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13.When a summary of the installation process and the status of the installed ACCO NET
system is displayed, click “OK”.

After MySQL or Apache database server custom configuration has been verified,
the following statuses may be displayed:

e correct verification,

e incomplete verification (password to MySQL database in the configuration file is
incorrect or changes made in the configuration file were not saved to database),

¢ incorrect verification (MySQL database server is not running or the configuration file
was created incorrectly),

e manual settings required (remote database — see section “Preparing the database
for remote connection”).
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6.2.2 Installing the ACCO NET system with remote database

Each time before starting the system installation procedure, make sure that this
manual applies to the system version you want to install.

For security reasons, you cannot log into the Debian operating system remotely as
a root user by default. If you want to have root user's privileges, log in as the user
whose account you created e.g. during installation of the system. Enter the su -I
command followed by the root user password.

6.2.2.1 Preparing the database for remote connection

If you have decided to use a remote database in the ACCO NET system, then, you need to
perform the steps described below on the device on which the remote database will be
installed. In this case, it is a device with the Debian operating system.

OPERATING SYSTEM

ACCO-EE ACCO Web

MAIN SERVER
[IP: 192.168.11.55]
LAN address

[(IP: 1M1 A1 111.111]
WAN address (public)

ACCO Server
ENOT ACCO-NT
REMOTE ACCO DB
[|p.°13§"122?f 80] ng p‘;t” web (https) port | RMI port ACCO-NT port
} e erault: . ] )
LAN address 3306 defautt: 443 default: 2500 | default: 8999

Enter: Enter:

111111111111, 192.168.11.55,
to connect to to connect to
ACCO Soft and MAP EDITOR, ACCO Soft and MAP EDITOR,
https://111.111.111.111, https://192.168.11.55,
to connect to ACCO Web to connect to ACCO Web

Fig. 2. Example of the ACCO NET system in which ACCO Server is installed on one
computer, and the database on the other (the settings are for illustration purpose only).
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1. Install the curl program by using the command:
apt install curl
2. Add the MySQL repository to the system by using the command:

FILE=‘curl -s https://[dev.mysql.com/downloads/repo/apt/ |grep -0 mysql-apt-
config_[.0-9 _-]*_all.deb’; curl “http://repo.mysqgl.com/$FILE” -O && apt install
JSFILE

3. When you will be asked if you want to continue, enter “Y”.

4. In the configuration window, select “MySQL Server & Cluster (Currently selected:
mysql-8.0)" and press “OK” to confirm.

configuration

{ Configuring mysgl-apt-config |
My50L APT Repo features MySQL Server along with a wvariety of MyS5QL components.
select the appropriate product to choose the version that vou wish to receive.

Once you are satisfied with the configuration then select last option 'Ok' to
configuration, then run 'apt-get update' to load package list. Advanced users
always change the configurations later, depending onm their own needs.

Which MyS5QL product do you wish to configure?

MySQL. Server & Cluster (Currently selected: mysgl-8.0)
MySQL Tools & Connectors (Currently selected: Enabled)
MySQIL. Preview Packages (Currently selected: Disabled)
Ok

5. Select the “mysql-8.0” server version and press “OK” to confirm.

age configuration

| Configuring mysgl-apt-config |
This configuration program has determined that no MySQL Server is configured on wyour
system, and has highlighted the most appropriate repository package. If you are not
sure which version to install, do not change the auto-selected version. Advanced users
can always change the wersion as needed later. Hote that MyS50QL Cluster also contains
MySQIL. Server.

Which server wversion do you wish to receive?

mysgl-cluster-7.5
mysgl-cluster-7.6&
mysgl-cluster—-8.0
Hone



https://dev.mysql.com/downloads/repo/apt/
http://repo.mysql.com/$FILE
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6. Select the “Ok” option and press “OK” to confirm.

configuration

{ Configuring mysgl-apt-config |
MySQL APT Repo features MyS0QL Server along with a variety of MySQL components. You may
select the appropriate product to choose the version that you wish to receive.

Once you are satisfied with the configuration then select last option '"Ok' to save the
configuration, then run 'apt-get update' to load package list. Advanced users can
always change the configurations later, depending on their own needs.

Which MySQL product do you wish to configure?

MySQL Server & Cluster (Currently selected: mysgl-8.0)
MyS5Q0L Tools & Connectors (Currently scelected: Enabled)
MySQL Preview Packages (Currently selected: Disabled)

7. Update the list of packages in the APT repositories by using the command:
apt update

| APT is a package management system used by the Debian operating system.

8. Install the MySQL server by using the command:
apt install mysql-server

9. In the configuration window, enter a password for the root administrator of the MySQL
database and press “OK” to confirm.

Package configuration

1 Configuring mysgl-community-SEIVer |
Please provide a strong password that will be set for the root account of your MyS50QL
database. Leave it blank to enable password less login using UNIX socket based
authentication.

Enter root password:




SATEL ACCO NET 41

10. Re-enter the password you have just created and press “OK” to confirm.

Package configuration

{ Configuring mysgl-community-SErVeEr |
Now that you have selected a password for the root account, please confirm by typing it
again. Do not share the password wWwith anyone.

Re-enter root password:

11.Select the “Use Legacy Authentication Method (Retain MySQL 5.x Compatibility)” option
and press “OK” to confirm.

configuration

Configuring mysgl-community-SeIver |
MySQL B uses a new authentication based on improved SHAZ2S&-based password methods. It
is recommended that all new MySQL Server installations use this method going forward.
This new authentication plugin requires new versions of connectors and clients, with
support for this new authentication method (caching shal password). Cuarrently MySQL 8
Connectors and community drivers built with libmysglclient2l support this new method.
Clients built with older wersions of libmysglclient may not be able to connect to the
new SeIrver.

To retain compatibility with older client software, the default authentication plugin
can be set to the legacy value (mysqgl native password) This should only be done if
required third-party software has not been updated to work with the new authentication
method. The change will be writtem to the file
fetc/my=qgl/my=ql.conf.d/default-auth-override.cnf

After installation, the default can be changed by setting the
default authentication plugin server setting.

Select default authentication plugin

Use Strong Password Encryption (RECOMMENDED)
s5e Legacy Authentication Method (Retain MySQL S5.x Compatibility)

12.Log in to the database by using the command:
mysqgl -u root -p
13. Enter the password of the user with root administrator privileges.

14.Create the root user with privileges to access the database remotely from a device with
the ACCO Server program installed and to manage other users. In the commands below,
the IP address of the computer on which the ACCO Server program is installed (see
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Fig. 2) and the “password” for the root administrator are sample data. Enter your own
system data in their place and use the following commands:

CREATE USER ‘root'@'192.168.11.55' IDENTIFIED BY 'password’;
GRANT ALL PRIVILEGES ON ** TO 'root'@'192.168.11.55' WITH GRANT OPTION;
GRANT USAGE ON ** TO 'root'@'192.168.11.55' WITH GRANT OPTION;
FLUSH PRIVILEGES;
15. Exit the database console by using the command:
EXIT
16. Allow remote access to the database by editing the configuration file. Enter the command:
nano /etc/mysql/conf.d/acco.cnf
17.Enter the following data:
[mysqld]
bind-address = 0.0.0.0
wait_timeout = 31536000
interactive_timeout = 31536000
event_scheduler = ON
log_bin_trust_function_creators = ON
18. Save and close the file.
19.Restart the program to save the changes made by using the command:
systemctl restart mysqld

6.2.2.2 Testing the remote access to the MySQL database

You can verify the MySQL database remote access settings on the computer / virtual
machine on which the ACCO NET system is to be installed. In order to do so, follow the steps
below:

1. Install the curl program by using the command:
apt install curl
2. Add the MySQL repository to the system by using the command:

FILE=‘curl -s https://[dev.mysql.com/downloads/repo/apt/ |grep -0 mysql-apt-
config [.0-9_-]*_all.deb’; curl “http://repo.mysqgl.com/$FILE” -O && apt install
A$FILE

3. Update the list of packages in the APT system repository by using the command:
apt update
4. Install the MySQL Client program by using the command:
apt install mysql-client
5. Check if you are able to connect to the database remotely. In the command below, the IP

address of a remote database is a sample piece of data (see Fig. 2). Enter your own
system data in its place and use the command:

mysql -uroot -h192.168.11.80 -p

6. Enter the password for the user with root administrator privileges.

7. If the MySQL database remote access settings were correctly defined, mysql> will be
displayed.

8. Check if the values were correctly saved to database by using the following commands:
show variables where variable_name like 'bind_address’;
show session variables like 'wait_timeout’;
show session variables like 'interactive_timeout’;


https://dev.mysql.com/downloads/repo/apt/
http://repo.mysql.com/$FILE
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show global variables like ‘event_scheduler’;

show global variables like '%log_bin_trust_function_creators%;
9. Exit the database console by using the command:

EXIT

6.2.2.3 Installing a remote database

If you have decided to use a remote database in the ACCO NET system, please follow the
instructions below when installing the system:

1. Information about continuation of installation in the remote database mode will be
displayed.

2. Configure the settings necessary for remote connection to the database:
— Host — IP address of the device on which the remote database will be installed;

— Port — number of the port for communication between ACCO Server and database
(DB port);

— Login - login of the (root) administrator of the MySQL database;
— Password — password of the MySQL database administrator;
and select “Confirm”.



ACCO NET

. Confirm the addition of the accoDb, accoDb_temporary and essential databases selecting
HYeS”-
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4. When the list of ACCO NET system components to be downloaded and installed at this
stage of installation is displayed, click “OK”.

. Information about progress of the installation will be displayed (I#1 — in progress; [%] —
finished). At the screen header, in square brackets, the installation progress bar is
displayed by means of asterisks I -1 Such screens will be displayed several

times during different stages of installation. Not all of them are mentioned.
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6. Configure the port settings for communication:
— Port ACCO-NT — between ACCO Server and ACCO-NT control panels;
— Port ACCO Soft — between ACCO Server and ACCO Soft program (RMI port);
— Port ACCO-WEB - between ACCO Server and ACCO Web application;
— Port ACCO-EE — between ACCO Server and WildFly server
and click “Confirm”.

. Select the IP address of the device on which the ACCO Server is installed, then select
“Confirm”.
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8. When information about the database configuration is displayed, click “OK”.

e

+

J p—

. Select the IP address of the device (in this case “other”) through which ACCO Server will
connect to the database server, and then select “Confirm”.
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10.Enter the IP address of the device through which ACCO Server will connect to the
database server and then select “Confirm”.
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12.Select the IP address of the device (in this case “other”) through which ACCO Soft will
connect to the database server, and then select “Confirm”.

13.Enter the IP address of the device through which ACCO Soft will connect to the database
server, and then select “Confirm”.

14.When the configuration screen of the SSL certificate settings for the connection to the
web server is displayed, proceed to step 7 in the “Installing a local database” section and
follow the system installation procedure as described in the next sections.
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6.3 Installing the ACCO-NT Conf/ ACCO Soft / Map Editor programs

You can install the ACCO-NT Conf, ACCO Soft and Map Editor programs by using
ACCO Web application.

All you need to use the ACCO Web application is a web browser installed on your
computer. The application works correctly with updated versions of the following
browsers: Google Chrome, Mozilla Firefox, Internet Explorer and Edge.

Communication with the ACCO-WEB application is secured using the SSL protocol.
A message about untrusted certificate for the page will be displayed in the browser
window until you accept the SSL certificate or put a registered certificate on the
computer on which the ACCO Web application has been installed.

If the application fails to open correctly in the Internet Explorer browser, check that the
address you have entered is on the “Websites you've added to Compatibility View” list.
To do this, open the “Tools” menu and select “Compatibility View Settings”. If the
address you have entered in the browser is included in the list of websites for which
compatibility view is enabled in the browser, remove the address. Do not enable the
following options: “Display intranet sites in Compatibility View” and “Use Microsoft
compatibility lists”. Click on the “Close” button.

1. Start the web browser. Enter the address: https://[address of the device on which the
ACCO Server is installed] and log into the ACCO Web application as the Administrator
(default login: “admin”; default password: “admin”).

2. Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files of ACCO-NT Conf, ACCO Soft and Map Editor programs will be
displayed.

3. Click on the selected link to download, and then install the required program.

6.3.1 Using the Map Editor program
Communication between the program and the system takes place remotely via Ethernet.

It is recommended that you update the Map Editor program to the latest available
version after each update of the ACCO NET system.

6.3.1.1 Logging into the program

Access to the program is password protected. In the “Username” and “Password” fields,
enter the login and password required to log into the ACCO Web app and ACCO Soft
program of the system. In the “IP” field, enter the address of the device on which the
ACCO Server is installed.

If the web (https) port used for communication between the ACCO Web application
and the Map Editor program is different from the default port 443, enter https://[ ACCO
Server address]:[port number] in the “IP” field.

6.3.1.2 Hardware requirements

Hardware requirements for the machine on which the Map Editor program will be installed:
— operating system Windows 7 or newetr,

— graphics card driver with WebGL support (OpenGL ES version 2.0).
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7 Configuring the settings

You can configure the settings of the ACCO NET system components in the console window
or in the PUTTY program.

7.1 ACCO NET system components (without ACCO Web)

If you wish to display the contents of configuration file of the ACCO NET system components
(without the ACCO Web application), enter in the console window the following command:

cat /etc/acco/server.conf

and press ENTER.

If you wish to edit the contents of that configuration file, enter the command:
nano /etc/acco/server.conf

and press ENTER.

Presented below is the contents of the ACCO NET system components (without the
ACCO Web application configuration file, based on the ACCO NET system shown in Fig. 1.
In the square brackets, the meanings of individual lines are given.

dbhost=127.0.0.1 [[P address of the database with privileges to
connect to the ACCO Server program]

dbhostsoft=192.168.9.11 [IP address of the database with privileges to
connect to the ACCO Soft program]

dbename=essential [name of essential database]

dbname=accoDb [name of accoDb database]

dbuser=accoweb [name of user having access to the database]

dbpassword= [password of user having access to the database]

1db4e9f4e7d6eab6366b64e3bech6314d

dbport=3306 [number of network port (DB port) on which

communication between ACCO Server and
database will take place]

serverport=8999 [number of network port on which communication
between ACCO Server and ACCO-NT control
panel will take place]

rmipublichost=192.168.9.11 [public IP address ACCO Server]

rmiport=2500 [number of network port (RMI port) on which
communication between ACCO Server and ACCO
Soft program will take place]

rmieeport=2503 [number of network port (RMI EE port) on which
communication between ACCO Server and
WildFly server will take place]

rmiport_ www=INET:2501 [number of network port on which communication
between ACCO Server and ACCO Web
application will take place]

7.2 ACCO Web application

If you wish to display the contents of configuration file of ACCO Web application, enter in the
console window the command:

cat /var/www/html/satel/protected/config/servers.php
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If you want to edit the contents of that configuration file, enter the command:
nano /var/www/html/satel/protected/config/servers.php

Presented below is the contents of ACCO Web application configuration file, based on the
ACCO NET system shown in Fig. 1. In the square brackets, the meanings of individual lines
are given.

const DATABASE_NAME = ‘accoDb’ [name of accoDb database]

const ESSENTIAL_DATABASE_NAME [name of essential database]
= ‘essential’

const DATABASE_IP =‘127.0.0.1’ [IP address through which ACCO Server will
connect to the database]

const DATABASE_SOFT_IP = [IP address through which ACCO Soft will

‘192.168.9.11’ connect to the database]

const DATABASE_USER = ‘accoweb’ [name of user having access to the database]

const DATABASE_PASSWORD = [password of user having access to the database]

‘1db4e9f4e7d6eab6366b64e3becb6314d’

const RMI_IP =°192.168.9.11° [IP address of ACCO Server]

const RMI_PORT = ‘2501’ [number of network port on which communication

between ACCO Server and ACCO Web
application will take place]

7.3 Useful commands

Commands entered in the console window may facilitate management of the ACCO NET
system:

e to check the ACCO Server program status:
systemctl status acco-server

¢ to stop the ACCO Server program:
systemctl stop acco-server

e to start the ACCO Server program:
systemctl start acco-server

e to restart the ACCO Server program:
systemctl restart acco-server

e to check the currently installed version of the operating system:
cat /etc/debian_version

e to start help for the installation script:
Jacco-installer-online.sh -h

7.3.1 Starting help for the installation script

Help for the installation script will be available after you have downloaded the ACCO NET
installation package. Enter the ./acco-installer-online.sh -h command to display the list of
parameters for running particular functions. If you want to run a function, enter a command in
the console that consists of the name of the script — in this case ./acco-installer-online.sh,
then a space and the parameter name — e.g. -v (i.e.. ./acco-installer-online.sh -v).
The function will display on the screen the version numbers of the:

— installation script,
— ACCO NET system,
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— ACCO Server program,
— ACCO Web application,

available for download at the https://updates.satel.pl web page, to which the installation script
connects automatically during the procedure of ACCO NET system installation or update.
Description of the parameters you can see on the screenshot below.

unattended mode

unattended mode

in unattended mode

in unattended mode

in unattended mode

8 Updating the ACCO NET system software to version 1.9

Each time before starting the system update procedure, make sure that this manual
applies to the version to which you want to update the system.

Version 1.9 of the ACCO NET system is only compatible with the Debian 12
(“bookworm”) operating system for the 64-bit PC (amd54) architecture. You can run
the ACCO NET system update on a computer / virtual machine where the Debian
operating system is installed in version specified above. If your device runs on a
different version of Debian, you must migrate the system to a new device.

Before updating the system, make sure to provide sufficient disk space amounting to
at least 8 times the size of the databases.

Before updating the ACCO NET system, the owner or the administrator of the system
is required to make:

— backup copies of the databases,
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— shapshot of the virtual machine on which the ACCO NET system and / or the
databases are installed.

This will ensure that all data can be retrieved from the backup copies. SATEL will not
be held responsible for any loss of data or any costs of retrieving damaged or lost data
by the owner / administrator of the system.

For security reasons, you cannot log into the Debian operating system remotely as
a root user by default. If you want to have root user's privileges, log in as the user
whose account you created e.g. during installation of the system. Enter the su -I
command followed by the root user password.

8.1 Updating the ACCO NET system from version 1.8to 1.9

1. Inthe console window, log in as the root administrator.

If you are logged into the console as another user, enter the su - command and then
enter the root administrator password.

2. Update the list of packages in the APT system repository by using the command:
apt update

APT is a package management system used by the Debian operating system.

3. Run the installation package by using the command:
Jacco-installer-online.sh -u
4. Follow the instructions that will be provided on the following screens.

8.2 Updating the ACCO NET system when migration to new device is
required

If the version of the Debian operating system is incorrect, the process of installation
and then updating the software must be carried out on a computer / virtual machine on
which no system is currently installed. Both computers / virtual machines — one with
the existing version of the system and one with no operating system — must have
access to the Internet. Furthermore, they must be connected to the same network so
that it is possible to access them remotely via SSH in the PUTTY program.

There are two ways in which you can update the system by using the installation script: with
database migration performed manually or automatically.

Below is an example of how to update the ACCO NET system software from version 1.6 to
version 1.9.

8.2.1 Updating the system with database migration performed manually

1. Install the Debian operating system on the new device (see “Installing the Debian
operating system”).

During the system installation procedure, add a user (e.g. ‘“rjones”) and create
a password for it to log into the system.

2. After the system is restarted, the console window will open. Install the ACCO NET in
version 1.9 by using the console (see ,Installing the server environment and ACCO NET
system”).

3. Having installed the new versions of the Debian and ACCO NET systems, delete the new
databases created during the installation (see: “Deleting databases”).
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4. On the device where the ACCO NET system was installed, export the previously used
databases to SQL files (see “Exporting databases”).

5. Copy the exported databases to the new system (see “Copying databases from the old
system to a new one”).

6. Import the databases copied from the existing system to the new system (see “Importing
databases”).

7. Update the databases in the new system (see ,Updating databases”).

If the system installation was carried out in a standard way (the database was installed
locally), the root password of the MySQL database was saved in the configuration file
during the installation procedure. You can check the password by using the command:
cat /root/.my.cnf

8.2.1.1 Deleting databases

During installation of the ACCO NET system, databases are created. In the case of the
system transfer procedure, it is necessary to delete them so that they can be replaced by the
databases previously exported to SQL files i.e. the map essential, the primary accoDb and
the secondary accoDb_temporary.

In the console window, on a computer or virtual machine with new versions of Debian and
ACCO NET installed:

1. Log in as the root administrator.

2. Stop the ACCO Server program by using the command:
systemctl stop acco-server

3. Stop the WildFly program by using the command:
systemctl stop wildfly

4. Log in to the database by using the command:
mysql

5. Delete the newly created primary database by using the command:
DROP DATABASE accoDb;

6. Delete the newly created secondary database by using the command:
DROP DATABASE accoDb_temporary;

7. If you are updating the ACCO NET system from version 1.4 to 1.9, go directly to point 8.
Otherwise, delete the newly created map database by using the command:

DROP DATABASE essential;
8. Exit the database by using the command:
EXIT

8.2.1.2 Exporting databases

When transferring the ACCO NET system, the current databases must be exported to
SQL files:

e map — essential,
e primary — accoDb,
e secondary — accoDb_temporary.

In the next step, the databases that have been exported will be copied and then imported to
the system.

In the console window, on the computer or virtual machine where the databases are located:
1. Log in as the root administrator.
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Stop the ACCO Server program by using the command:
systemctl stop acco-server

Stop the WildFly program by using the command:
systemctl stop wildfly

Go to the directory to which you want to export the SQL files. In the command below, the
following sample names are used: asmith — username in the current system and
/home/asmith — name of the “asmith” user's home directory (this directory is created
during the procedure of adding a user to the system). Enter your own system data in their
place and use the command:

cd /home/asmith

If you are updating the ACCO NET system from version 1.4 to 1.9, go directly to point 6.
Otherwise, export the map database named essential to the SQL file by using the
command:

mysqldump --databases essential --routines > essential.sql
Export the primary database named accoDb to the SQL file by using the command:
mysqldump --databases accoDb --routines > accoDb.sql

Export the secondary database named accoDb_temporary to the SQL file by using the
command:

mysgldump --databases accoDb_temporary --routines > accoDb_temporary.sql

Check whether the database files have been exported to the required directory, whether
the export date and the size of the exported files are correct by using the command:

Is -Ih /Thome/asmith/*.sql

Three files will be saved in the /home/asmith directory:

essential.sql — map database file exported,;
accoDb.sql — primary database file exported;
accoDb_temporary.sgl — secondary database file exported.

8.2.1.3 Copying databases from the old system to a new one

In the console window, on a computer or a virtual machine with the existing versions of the
operating and ACCO NET systems installed:

1.
2.

Log in as the root administrator.
Go to the directory to which the SQL files have been exported by using the command:
cd /home/asmith

If you are updating the ACCO NET system from version 1.4 to 1.9, go directly to point 4.
Otherwise, copy the map database file to the new system. In the command below, the
following sample data are used: rjones — username in the new system, 192.168.11.55 —
IP address of the device on which the new system was installed and /home/rjones —
name of the “rjones” user's home directory (this directory is created when the user is
added to the system; it is the target directory for the copied database files). Enter your
own system data in their place and use the command:

scp essential.sqgl rjones@192.168.11.55:/home/rjones/essential.sql
Enter the password of the user in the new system.

Copy the primary database file to the new system by using the command:
scp accoDb.sql rjones@192.168.11.55:/home/rjones/accoDb.sql
Enter the password of the user in the new system.
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7. Copy the secondary database file to the new system by using the command:

scp accoDb_temporary.sql
rjones@192.168.11.55:/home/rjones/accoDb_temporary.sql

8. Enter the password of the user in the new system.

8.2.1.4 Importing databases

In the console window, on a computer or virtual machine with new versions of the Debian and
ACCO NET systems installed:

1. Log in as the root administrator.

2. Check whether the database files have been copied to the required directory,
and whether the date of the copy and the size of the copied files are correct by using the
command:

Is -lh /nome/rjones/*.sql

3. Go to the directory to which the database files from the old system have been copied by
using the command:

cd /home/rjones

4. If you are updating the ACCO NET system from version 1.4 to 1.9, go directly to point 5.
Otherwise, in order to make the map database compatible with the current MySQL
program version, use the command:

sed -i -e s/,NO_AUTO_CREATE_USER//g essential.sql

5. In order to make the primary database compatible with the current MySQL program
version, use the command:

sed -i -e s/,NO_AUTO_CREATE_USER//g accoDb.sql

6. In order to make the secondary database compatible with the current MySQL program
version, use the command:

sed -i -e s/,NO_AUTO_CREATE_USER//g accoDb_temporary.sql

7. Log in to the database by using the command:
mysql

8. Import the map database file to the new system by using the command:
SOURCE essential.sql

9. Import the primary database file to the new system by using the command:
SOURCE accoDb.sql

10.Import the secondary database file to the new system by using the command:
SOURCE accoDb_temporary.sql

11.Grant the accoweb user (accoweb — name of the user who had access to the previous
database) access to the essential database by using the command:
GRANT ALL ON essential.* TO 'accoweb'@'%';

12.Grant the accoweb user access to the accoDb database by using the command:
GRANT ALL ON accoDb.* TO 'accoweb'@'%';

13.Grant the accoweb user access to the accoDb_temporary database by using the
command:

GRANT ALL ON accoDb_temporary.* TO ‘accoweb'@'%';

14.1f a remote database is used in the system, grant the root administrator privileges to
manage other users by entering the command. In the command below, the following
sample piece of data is used: 192.168.11.55 — IP address of the device on which the new
system was installed. Enter your own system data in its place and use the command:

GRANT ALL PRIVILEGES ON ** TO 'root'@'192.168.11.55' WITH GRANT OPTION;
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15. Refresh the settings of edited privileges by using the command:
FLUSH PRIVILEGES;

16. Exit the database console by using the command:
EXIT

17.Run the WildFly program by using the command:
systemctl start wildfly

18.Run the ACCO Server program by using the command:
systemctl start acco-server

8.2.1.5 Updating databases

In the console window, on a computer or virtual machine with new versions of Debian and
ACCO NET installed:

1. Log in as the root administrator.

If you are logged into the console as another user, enter the su -| command and then
enter the root administrator password.

2. Run the installation package by using the command:
Jacco-installer-online.sh -m
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3. Use the arrow keys to select the installation language. Then select “Yes” or press Y.

. Additional information about which keys to use when updating databases will be
displayed. Click ,OK” to go to the next window.
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5. Select the “ACCO NET databases upgrade” migration mode and then select “Confirm”.

. You will be warned that the ACCO NET system programs will be stopped while the
databases update is in progress. Select “Yes” to continue the process.
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7. You will be informed that the databases will be updated. Select “Yes” to continue.
Updating the databases can take several hours, depending on the size of the updated
files.
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9. When the databases update is completed, you will be asked if you want to check the
ACCO NET system operation. Select “Yes”.
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11.The last screen will inform you that the databases update has been completed.

[«] Updating the essential database.

[%] Awaiting the WildFly server start.

[%] Starting the ACCDO Server service.

[+] Starting the ACCD WEB.

[%] Checking whether the ACCO NET is working properly.
[%] Removing the temporary files.

[+] End

:.:-_: I & & & & &R +

_ 2 &7.3ql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_ 2 &6B.s3ql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_2 69.3ql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_2 T0.sql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_2 Tl.s3ql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_2 T2.3ql). |
[%] Creating the ACCO DB database schema - .3gl part (update |
_2 T73.3ql). |
1

1

1

1

1

1

1

1

+

12. Start the web browser.

13.Enter in the address bar: https://[address of the device on which the ACCO Server is
installed].

14.Log into the ACCO Web application as the Administrator of the previous system.

15.Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files will be displayed.

16.Download the installation files and install the new versions of the programs.

17.Update firmware for the devices in the system: the ACCO-NT control panel and all of the
access control modules.

8.2.2 Updating the system with database migration performed automatically

If the database is larger than 1 GB or there are more than 1 million events, the system
update should be performed with manual database migration (see: “‘Updating the
system with database migration performed manually”).

1. Install the Debian operating system on the new device (see “Installing the Debian
operating system”).

During the system installation procedure, add a user (e.g. ‘rfjones”) and create
a password for it to log into the system.

2. After the system is restarted, the console window will open. Install the ACCO NET in
version 1.9 by using the console (see ,Installing the server environment and ACCO NET
system”).

3. On the device where the ACCO NET system was installed, export the previously used
databases to SQL files (see “Exporting databases”).

4. Import the databases from the previous system to the new system, and then update the
databases on the device with the new system installed (see “Importing and updating
databases”).
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8.2.2.1 Exporting databases

Use the installation script to export the current databases to SQL files:

e map — essential,

e primary — accoDb,

e secondary — accoDb_temporary.

In the console window, on a computer or virtual machine on which the databases are stored:
1. Log in as the root administrator.

2. Enter the sequence of commands:

rm acco-installer-online.sh ;
wget https://lupdates.satel.pl/acco_net_latest/installer/acco-installer-online.sh ;
chmod 755 acco-installer-online.sh ; ./acco-installer-online.sh -m

3. It is required to install the “curl” package in order to be able to export databases.
Select “Yes” to install the package.



http://updates.satel.pl/acco/install-debian.sh
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4. Use the arrow keys to select the installation language. Then select “Yes” or press Y.

. Additional information about which keys to use when exporting databases will be
displayed. Click “OK” to go to the next window.
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6. Select the “Exporting the databases from the current system” migration mode and then
select “Confirm”.

. You will be warned that the ACCO NET system programs will be stopped while the
databases export is in progress. Select “Yes” to continue the process.
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8. Information will be displayed about the size of the exported databases and the name of
the folder to which the databases have been exported. Check if the exported databases
are correct in size. If the sizes are correct, select “OK”. If not, select “Interrupt” and export
the databases manually (see section “Exporting databases”).

. You will be asked if you want to copy the SQL files containing the exported databases.
Select “Yes”.

10. Configure the following settings in order to be able to copy databases to the new system:
— Host — IP address of the device on which the new system is installed;
— Port — port number for SSH communication (by default: 22);
— Login — login for the user added during system installation (for example: rjones);
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— Destination directory — name of the “rjones” user home directory (this directory is
created when the user is added to the system; database files will be copied to this
directory);

and select “Confirm”.
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12.Information will be displayed about the name of the folder to which the databases were
copied. Click “OK”.
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14.When the database export is completed, information about the database import will be
displayed. Click “OK”.

Exporting completed.
First step of migration completed. Run the =zame installation wizard on
computer with new ACCO NET system installed and select migration mode.

—_ e = = ——

8.2.2.2 Importing and updating databases

Use the installation script to import to the new system the databases exported to SQL files:
e map — essential,

e primary — accoDb,

e secondary — accoDb_temporary.

In the console window, on a computer or virtual machine with new versions of Debian and
ACCO NET installed:

1. Log in as the root administrator.
2. Run the installation package by using the command:
Jacco-installer-online.sh -m
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3. Use the arrow keys to select the installation language. Then select “Yes” or press Y.

. Additional information about which keys to use when importing databases will be
displayed. Click “OK” to go to the next window.
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5. Select the “Importing the databases to the new system” migration mode and then select
“Confirm”.

. You will be warned that the following ACCO NET system programs will be stopped while
the databases import is in progress. Select “Yes” to continue the process.

. In the next step, select:

— “Exported files found automatically” — if the databases are located in the home directory
of the root user, home directories of other users (e.g. /home/rjones) or the /tmp
directory,

— “Indicate the file location: accodb-export-.tar.gz” — if the databases have been exported
to a compressed file with the TAR.GZ extension,
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— “Indicate the folder containing the ACCO NET system database” — if the databases
have been exported to SQL files and they are located in the same folder,

— “Indicate the folders containing the ACCO NET system databases in turn” — if the
databases have been exported to SQL files and they are located in different folders

and select “Confirm”.

. From the files found automatically by the system, select the one which contains the
exported databases. Then select “Confirm”.
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9. You will be asked if you want to import the selected file. Select “Yes”.
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11.1f the current databases were used remotely on another device, go to section “Importing
and updating remote databases”.

12.Specify if you want to use the database names from the new system (option “Copy
database names from configuration file”) or the old system (option “Copy database names
from .sql files”). Then select “Confirm”.

13.You will be informed that the databases of the new ACCO NET system will be dropped.
Click “OK” to continue.

14.A sequence of windows will be displayed with information about the progress of the
database import. Importing the databases can take several hours, depending on the size
of the imported files.
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15.When the database import is completed, you will be asked if you want to start the
database update. Select “Yes”.

16.You will be informed that the databases will be updated. Select “Yes”. Updating the
databases can take several hours, depending on the size of the updated files.
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17.You will be asked if you want to restart the ACCO NET system. Select “Yes”.
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19.When the ACCO NET system status is displayed, click “OK”.
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21. Start the web browser.

22.Enter in the address bar: https://[address of the device on which the ACCO Server is
installed].

23.Log into the ACCO Web application as the Administrator of the previous system.

24.Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files will be displayed.

25.Download the installation files and install the new versions of the programs.

26.Update firmware for the devices in the system: the ACCO-NT control panel and all of the
access control modules.

Importing and updating remote databases

If you decided to use a remote database in the ACCO NET system, follow the steps below
when importing and updating the database:

1. Select “Remote database”.

2. Configure the following settings in order to be able to connect to the database:
— Host — IP address of the device on which the remote database is installed,;
— Port — port number for communication between ACCO Server and database (DB port);
— Login — login for the MySQL database administrator (root);
— Password — password for the MySQL database administrator.
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and select “Confirm”.

. Specify if you want to use the database names from the new system (option “Copy
database names from configuration file”) or the old system (option “Copy database names
from .sql files”). Then select “Confirm”.
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4. You will be informed that the databases of the new ACCO NET system will be dropped.
Click “OK” to continue.

. Configure settings for the remote access to databases:

— Host — IP address of the device from which you will connect to databases (enter “%”
if you will connect to databases from several devices);

— Login — name of the MySQL database administrator
and select “Confirm”.
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6. A sequence of windows will be displayed with information about the progress of the
database import.

7. When the database import is completed, you will be asked if you want to start the
database update. Select “Yes”.
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9. You will be asked if you want to restart the ACCO NET system. Select “Yes”.
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11.When the ACCO NET system status is displayed, click “OK”.
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13. Start the web browser.

14.Enter in the address bar: https:/[address of the device on which the ACCO Server is
installed].

15.Log into the ACCO Web application as the Administrator of the previous system.

16.Click on the “Programs” command in the menu on the left side of the screen. Links to the
installation files will be displayed.

17.Download the installation files and install the new versions of the programs.

18.Update firmware for the devices in the system: the ACCO-NT control panel and all of the
access control modules.



	1  General
	2 Software components
	3 System architecture
	4 Network requirements
	5 Suggested hardware requirements
	6 Installation of the ACCO NET system software
	6.1 Installing the Debian operating system
	6.2 Installing the server environment and ACCO NET system
	6.2.1 Installing a local database
	6.2.2  Installing the ACCO NET system with remote database
	6.2.2.1 Preparing the database for remote connection
	6.2.2.2 Testing the remote access to the MySQL database
	6.2.2.3 Installing a remote database


	6.3  Installing the ACCO-NT Conf / ACCO Soft / Map Editor programs
	6.3.1 Using the Map Editor program
	6.3.1.1 Logging into the program
	6.3.1.2 Hardware requirements



	7 Configuring the settings
	7.1 ACCO NET system components (without ACCO Web)
	7.2 ACCO Web application
	7.3 Useful commands
	7.3.1 Starting help for the installation script


	8 Updating the ACCO NET system software to version 1.9
	8.1 Updating the ACCO NET system from version 1.8 to 1.9
	8.2 Updating the ACCO NET system when migration to new device is required
	8.2.1 Updating the system with database migration performed manually
	8.2.1.1 Deleting databases
	8.2.1.2 Exporting databases
	8.2.1.3 Copying databases from the old system to a new one
	8.2.1.4 Importing databases
	8.2.1.5 Updating databases

	8.2.2 Updating the system with database migration performed automatically
	8.2.2.1 Exporting databases
	8.2.2.2 Importing and updating databases
	Importing and updating remote databases







